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About This Book

Audience

How to use this book

This guide, Configuring Adaptive Server for UNIX Platforms, provides
instructions for performing specific configuration tasks for Sybase®
Adaptive Server™ Enterprise on the following platforms:

» Digital UNIX

e HP 9000 Series 800 HP-UX
+  IBM RISC System/6000 AIX
e Sun Solaris 2.x (SPARC)

The operating system release levels for these platforms on which Adaptive
Server is certified to execute is provided in the installation documentation
or release bulletin for your platform.

This guide provides:

* An overview of the Adaptive Server infrastructure

* Instructions for reconfiguring certain attributes of your existing

Adaptive Server, Backup Server™, and XP Server™ to meet your
specific needs

Note Before configuring Adaptive Server according to the instructions in
this book, you should have a newly installed or upgraded Adaptive Server
on your system. If you do not, follow the installation and upgrade
instructions in the installation documentation for your platform.

This guide is written for Sybase System Administrators.
This book contains the following chapters:

e Chapter 1, “Introduction” presents an overview of the configuration
changes you might want to make to Adaptive Server after installing
or upgrading the server.

« Chapter 2, “Starting and Stopping Servers” describes how to start and
stop Adaptive Server, Backup Server, Monitor Server, and XP Server.

Vii



Chapter 3, “Configuring the Operating System for Adaptive Server”
describes operating system configuration issues.

Chapter 4, “Setting Up Communications Across a Network” describes
how to use the interfaces file to establish network connections for servers
and clients.

Chapter 5, “Customizing Localization for Adaptive Server” provides
background information about Sybase’s localization support as well as
task information for reconfiguring character sets, sort orders, and language
modules.

Chapter 6, “Licensing Adaptive Server Features” describes how to license
optional Adaptive Server features, and add new licenses to existing servers
using Sybase Software Asset Management (SySAM).

Chapter 7, “Adding Optional Functionality to Adaptive Server” provides
instructions for adding optional functionality such as auditing and the
sample databases.

Related documents The following documents comprise the Sybase Adaptive Server Enterprise
documentation:

Viii

The release bulletin for your platform — contains last-minute information
that was too late to be included in the books.

A more recent version of the release bulletin may be available on the
World Wide Web. To check for critical product or document information
that was added after the release of the product CD, use the Sybase
Technical Library.

The Adaptive Server installation documentation for your platform —
describes installation, upgrade, and configuration procedures for all
Adaptive Server and related Sybase products.

What's New in Adaptive Server Enterpriseiescribes the new features
in Adaptive Server version 11.9.3, the system changes added to support
those features, and the changes that may affect your existing applications.

Transact-SQL User’s Guidedocuments Transact-SQL®, Sybase’s
enhanced version of the relational database language. This manual serves
as a textbook for beginning users of the database management system.
This manual also contains descriptions ofgthies2 andpubs3 sample
databases.
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System Administration Guide — provides in-depth information about
administering servers and databases. This manual includes instructions
and guidelines for managing physical resources, security, user and system
databases, and specifying character conversion, international language,
and sort order settings.

Adaptive Server Reference Manual — contains detailed information about

all Transact-SQL commands, functions, procedures, and datatypes. This
manual also contains a list of the Transact-SQL reserved words and
definitions of system tables.

Performance and Tuning Guide — explains how to tune Adaptive Server

for maximum performance. This manual includes information about
database design issues that affect performance, query optimization, how to
tune Adaptive Server for very large databases, disk and cache issues, and
the effects of locking and cursors on performance.

TheUtility Programs manual for your platform — documents the Adaptive
Server utility programs, such &gl andbcp, which are executed at the
operating system level.

Error Messages and Troubleshooting Guide — explains how to resolve
frequently occurring error messages and describes solutions to system
problems frequently encountered by users.

Adaptive Server Glossary — defines technical terms used in the Adaptive
Server documentation.

Component Integration Services User’s Guidsplains how to use the
Adaptive Server Component Integration Services feature to connect
remote Sybase and non-Sybase databases.

Javain Adaptive Server Enterprise— describes how to install and use Java
classes as datatypes and user-defined functions in the Adaptive Server
database.

Using Sybase Failover in a High Availability System — provides
instructions for using Sybase’s Failover to configure an Adaptive Server
as a companion server in a high availability system.

Using Adaptive Server Distributed Transaction Management Features —
explains how to configure, use, and troubleshoot Adaptive Server DTM
features in distributed transaction processing environments.

XA Interface Integration Guide for CICS, Encina, and TUXEDO —
provides instructions for using Sybase’s DTM XA Interface with X/Open
XA transaction managers.



Other sources of
information

Sybase certifications
on the web

Sybase jConnect for JDBC Programmer’s Referendescribes the

jConnect™ for JDBC™ product and explains how to use it to access data

stored in relational database management systems.

Use the Sybase Technical Library CD and the Technical Library Product
Manuals web site to learn more about your product:

Technical Library CD contains product manuals and technical documents
and is included with your software. The DynaText browser (included on
the Technical Library CD) allows you to access technical information
about your product in an easy-to-use format.

Refer to theTechnical Library Installation Guide in your documentation
package for instructions on installing and starting Technical Library.

Technical Library Product Manuals web site is an HTML version of the
Technical Library CD that you can access using a standard web browser.
In addition to product manuals, you'll find links to the Technical
Documents web site (formerly known as Tech Info Library), the Solved
Cases page, and Sybase/Powersoft newsgroups.

To access the Technical Library Product Manuals web site, @mtuct
Manuals at http://sybooks.sybase.com.

Technical documentation at the Sybase web site is updated frequently.

For the latest information on product certifications and/or the EBF

Rollups:

1 Point your web browser fiechnical Documents at
http://techinfo.sybase.com.

2 In the Browse section, click on What's Hot.

3 Select links to Certification Reports and EBF Rollups, as well as links to

Technical Newsletters, online manuals, and so on.

If you are aregistered SupportPlus user:

1

Point your web browser fiechnical Documents at
http://techinfo.sybase.com.

In the Browse section, click on What'’s Hot.
Click on EBF Rollups.

You can research EBFs using Technical Documents, and you can
download EBFs using Electronic Software Distribution (ESD).
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4 Follow the instructions associated with the SupportPlus™ Online
Services entries.

O If you are not aregistered SupportPlus user, and you want to become
one:

You can register by following the instructions on the Web.
To use SupportPlus, you need:

1 A Web browser that supports the Secure Sockets Layer (SSL), such as
Netscape Navigator 1.2 or later

2 Anactive support license
A named technical support contact
4 Your user ID and password

0 Whether or not you are aregistered SupportPlus user:

You may use Sybase’s Technical Documents. Certification Reports are among
the features documented at this site.

1 Point your web browser fiechnical Documents at
http://techinfo.sybase.com

2 In the Browse section, click on What's Hot.
3 Click on the topic that interests you.
Conventions Table 1 shows the conventions used in this manual.

Table 1: Conventions for this manual
Iltem Example

Command names, keywords, command create database
options, utility names, utility flags, and isql -U
system procedure names

sp_configure

Database names master, model, and tempdb databases
Datatypes int, datetime, and varchar datatypes
File names and path names interfaces
$SYBASE/bin

Variables, or words that placeholders for sel ect col unm_nane
values that you fill in from tabl e_nane

wher e search_conditions
Examples showing the use of select * from publishers

Transact-SQL commands

Xi



Iltem Example

Examples of output from the computer 0736 New Age Books Bost on VA
0877 Binnet & Hardl ey Washi ngt on DC
1389 Al godata |Infosystens Berkeley CA

Parentheses — if shown in the syntax, type conput e row aggregate (col unn_nane)
them as part of the command.

Comma — choose one or more options.  cash, check, credit
Type commas as part of the command.

Vertical bar — choose only one option. cash | check | credit
Do not type the bars.

Curly braces around options separated by { cash, check, credit}
commas — you must choose at least one
option. You may choose more than one.

Do not type the braces.

Curly braces around options separated by {cash | check | credit}
vertical bars — you must choose only one

option.

Do not type the braces.

Brackets around options separated by [cash, check, credit]
commas — choosing an option is optional.

You may choose more than one.

Do not type the brackets.

Brackets around options separated by [cash | check | credit]
vertical bars — choosing an option is
optional. You may choose only one.

Do not type the brackets.

An ellipsis (...) means that you can repeat buy toy = price {cash | check | credit}

the preceding optional unit (between the [, toy = price {cash | check | credit} ]...
square brackets) as many times as you

like.

In this example, you must specify at least p,y dol| = 25.50 check,

one toy and enter its price. You must train = 60.00 credit,

choose only one method of payment: cash, bi cycle = 150.00 credit,

check, or credit. You may also buy paint set = 6.00 cash

additional toys. Separate each toy with a
comma. You may put each item on a
separate line for readability, but this is not
required.

Xii
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Transact-SQL does not restrict the number of words you can put on aline or
where to break aline. However, for readability, examples and syntax
statements in this manual are formatted so that each clause of a statement
beginson anew line. Clauses that have more than one part extend to additional
lines, which are indented.

You can disregard case when typing Transact-SQL keywords. For example,
Adaptive Server understandsSELECT, Select, and select to bethesame. Inthis
manual, most examples arein lower case. Case sensitivity of database objects,
such as table names, depends on the sort order installed on Adaptive Server.

You can change case sensitivity for single-byte character sets by reconfiguring
the Adaptive Server sort order. For more information, see Chapter 19,
“Configuring Character Sets, Sort Orders, and Languages,” in the System
Administration Guide.

Commands for both the C and Bourne shells are provided in this document,
when they differ. The initialization file for the C shell is calleshrc. The
initialization file for the Bourne shell is calleprofile. If you are using a
different shell, such as the Korn shell, see your shell-specific documentation
for the correct command syntax.

If you need help Each Sybase installation that has purchased a support contract has one or more
designated people who are authorized to contact Sybase Technical Support. If
you cannot resolve a problem using the manuals or online help, please have the
designated person contact Sybase Technical Support or the Sybase subsidiary
in your area.

Xiii
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CHAPTER 1 Introduction

This chapter provides an overview of Adaptive Server configuration and
the steps you need to take to customize it for your use.
Topic Page
About Adaptive Server 1
System-specific issues 2
Definition of terms 2
User roles 3
3
5
7

Environment variables

Sybase installation directory

Adaptive Server devices and system databases
Client/server communication (the interfacesfile) 10
Changing Adaptive Server configuration 11

About Adaptive Server

Adaptive Server performs data management and transaction functions,
independent of client applications and user interface functions. It also:

« Manages multiple databases and multiple users
« Keeps track of the data’s location on disks

« Maintains the mapping of logical data description to physical data
storage

e Maintains data and procedure caches in memory
Adaptive Server uses these auxiliary programs to perform dedicated tasks:

« Backup Server — manages database load, dump, backup, and
restoration activities.

e Adaptive Server Enterprise Monitor Historical Server — obtains
performance data from Monitor Server and saves the data in files for
use at a later time.



System-specific issues

XP Server — stores the extended stored procedures (ESPs) that allow
Adaptive Server to run operating-system level commands.

Note The instructions in this book assume that Adaptive Server is installed and
running unless noted otherwise.

System-specific issues

Adaptive Server runs on a variety of hardware and operating system platforms.
System-specific issues do not affect the basic functionality of Adaptive Server,
but there are differences among platform implementations. These differences
may include:

Changes to the operating system that enable or enhance Adaptive Server
performance

Operating system commands or utilities that simplify or automate routine
system administration tasks

Options for selecting database devices
The structure of entries in the interfaces file

Adaptive Server configuration

For more information about system-specific issues, see the installation
documentation and release bulletin for your platform.

Definition of terms

The following terms are used in this book:

Unload — to copy Adaptive Server products from the distribution media to
your machine, using the Studio Installer.

Install — to make the Adaptive Server products fully functional by
configuring various attributes.

Upgrade — to configure an existing Adaptive Server to a more recent
Adaptive Server version level.
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e Server — provides a service in client/server computing. Examples include
Adaptive Server, Backup Server, Historical Server, Monitor Server, and
XP Server

e Client — requests a service in client/server computing. Sybase Central™,
PowerDynamo™, PowerDesigner®, SQL Modeler™, and end-user
applications are clients.

User roles

The Adaptive Server installation and setup process defines various user roles.
Different user roles have different responsibilities and privileges. These user
roles clarify the way Adaptive Server is to be integrated into your system:

* Operating System Administratoitke individual who maintains the
operating system. This individual has superuser or “root” privileges.

*  SystemAdministrator —the individual in charge of Adaptive Server system
administration, creating user accounts, assigning permissions on
databases, and creating new databases. At installation time, the System
Administrator’s login name is “sa”. The “sa” login is not a UNIX login.
The “sa” login is specific to Adaptive Server and is used to log in to
Adaptive Server using thegl command.

* SybaseLogin — the “sybase” login is a UNIX login that owns all the
Sybase installation directories and files, sets permissions on those
directories and files, and performs the installation and upgrading of
Adaptive Server.

Environment variables

It is crucial to the operation of Sybase products that the system environment
variables be set correctly.

Environment variables are set in the user’s environment either interactively or
by including them in the user®gin and.cshrc files (for C shell) orprofile

file (for Bourne shell). The installation instructions in this guide explain when
to set these variables:



Environment variables

DSLISTEN - defines the name Adaptive Server uses to listen for client
connections if no name is given during the Adaptive Server start-up. If
DSLISTEN is not set, and no name is given during the Adaptive Server
start-up, the Adaptive Server name defaults to the server name given at
installation.

DSQUERY - defines the Adaptive Server name that client programs try to
connect to if no Adaptive Server is specified with a command-line option.
If DSQUERY is not set, and you do not supply the Adaptive Server name
with a command-line option, clients attempt to connect to the server name
given at installation.

SYBASE - defines the path of the Sybase installation directory. The
installation program sets up the variable SYBASE to point to the release
directory specified during installation.

SYBASE_ASE - defines the subdirectory directory of the Adaptive
Server components.

SYBASE_OCS - defines the subdirectory to which the Open Client™ is
set.

SYBASE_ FTS - defines the subdirectory for the full-text search
components.

SYBASE_SYSAM - points to the license-management software
directory.

LM_LICENSE_FILE — points to thécense.dat file in the
SYBASE SYSAM/licensed directory.

PATH - specifies which directory path to search for executables. The
Sybase executables are located in the installed compdbierdgectory.
When using the source fil&BASE.csh or SYBASE.sh, the following
paths are prepended to PATH:

$SYBASE/ $SYBASE_ASE/ bi n: $SYBASE/ $SYBASE_COCS/ bi n

LD_LIBRARY_PATH — on Digital UNIX, HP-UX, and Sun Solaris
platforms, this variable specifies which directory to search for
executables. The Sybase executables are located in the installed
component’sbin directory.

When using the source fileSYBASE.csh or SYBASE.sh, the following
paths are prepended to the LD_LIBRARY_PATH environment variable:

$SYBASE/ $SYBASE_ASE/ | i b: $SYBASE/ $SYBASE_OCS/ | i b: $SYBASE/ SYBASE_FTS/ | i b,

etc.
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e LIBPATH - on the IBM RS/6000 platform, this variable specifies which
directory to search for executables. The Sybase executables are located in
the installed component/sin directory.

When using the source fileSYBASE.csh or SYBASE.sh, the following
paths are prepended to the LIBPATH environment variable:

$SYBASE/ $SYBASE_ASE/ | i b: $SYBASE/ $SYBASE_COCS/ | i b:
$SYBASE/ SYBASE_FTS/lib, etc.

Sybase installation directory

The Sybase installation directory structure is created by the installation
process. Adaptive Server is placed in the directory you indicate when you run
the Studio Installer. Table 1-1 illustrates part of the Adaptive Server
installation directory structure.

The Adaptive Server installation directory contains executable files and
administrative tools, which are added as each product is installed.
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Table 1-1: Installation directory for $SYBASE

Component directory

Subdirectory

Subdirectory

IASE-12 0
/bin
/debugger
finit Jauditinit
/bsrv
/logs
/sqlsrv
f/install Ispr
/sample lesp
[Javaql
[server
[scripts
/upgrade
[charsets
[collate /unicode
[config
[FTS12 0
finstalled
[/Installer /bin
Nib
/jConnect_docs /docs
/jConnect-4 2 /classes /com
/gateway
/sample
/devclasses /com
/docs /en
/gateway
/sample
Isp
/tools
/devclasses
/jConnect-5_2 /classes /gateway2
/sample2
/devclasses
/docs /en

/gateway2
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Component directory

Subdirectory

Subdirectory

/sample2

Isp

/tools

/jre-1_1-NT386

/bin

(Thisdirectory ininstalled on Digital UNIX,
HP-UX and Sun Solaris platforms only.)

Nib

[security

fjutils2_0

/cascade

Juk

liisql

/doc
IHelpFiles

/ribo

/doc

/locales

/english

Imessage

/unicode

/OCS12 0

/bin

[config

/include

Nib

/locales

[sample

[scripts

/SQLRemote

/bin

N\scripts

ISYSAM-1 0

/bin

/licenses

Adaptive Server devices and system databases

Devices arefiles or portions of adisk that are used to store databases and
database objects. You can initialize devices, using raw disk partitions (for
production systems) or operating system files (for nonproduction uses).

Adaptive Server requires the following devices:

e master — to store system databases.

« sysprocsdev — to store system procedures.

The master and sysprocsdev devices are created when you create a new

Adaptive Server.
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The master device
The master device contains the following databases:

e master — controls the operation of Adaptive Server as a whole and stores
information about all users, user databases, devices, objects, and system
table entries. Thmaster database is contained entirely on the master
device and cannot be expanded onto any other device.

e model — provides a template for new user databasesmbhbel database
contains required system tables, which are copied into a new user database
with thecreate database command.

« tempdb — the work area for Adaptive Server. Each time Adaptive Server
is started théempdb database is cleared and rebuilt fromrioglel
database.

« The sample databases are stored on the master device at installation, but
should be moved to a user-defined device after installation. For more
information, see “The sample databases” on page 9.

Note For recovery purposes, Sybase recommends that you do not create
other system or user databases or user objects on the master device.

The sybsystemdb device

The sybsystemdb device stores ¢hissystemdb database, which stores
information about transactions in progress, and which is also used during
recovery.

For instructions about creating thygbsystemdb device and database for Data
Transfer Management (two-phase commit), see Chapter 9, “Upgrading Sybase
Servers” in the Adaptive Server installation documentation for your platform.

The sysprocsdev device

The sybprocsdev devices stores dyigsystemprocs database, which contains
most of the Sybase-supplied system procedures. System procedures are a
collection of SQL statements and flow-of-control statements that perform
system tasks, for examphn_configure.
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The system procedures that are needed during recovery situations are stored in
the master database.

Note sysprocsdev isthe default system name for this device. However, itis
frequently referred to as the sybsystemprocs device, since it stores the
sybsystemprocs database.

Optional devices and databases
The devices and databases described in the following sections are optional.

The sample The sample databases are:
databases

e pubs2 andpubs3 are provided as learning tools for Adaptive Server.
pubs2 is used for most of the examples in the Adaptive Server
documentation; other examples useghies3 database. Both are available
in U.S. English versions of Adaptive Server.

* interpubs database contain French and German data.
* jpubs contains Japanese data.

For information about installing the sample databases, see Chapter 7, “Adding
Optional Functionality to Adaptive Server”.

For information about the contents of the sample databases, see the
Transact-SQL User's Guide

The sybsecurity The sybsecurity deviceis created as part of the auditing installation process.
device and database The sybsecurity device stores the sybsecurity database and the auditing system
procedures with which you can configure auditing for your system.

The auditing system records system security information in an Adaptive Server
audit trail. You can use this audit trail to monitor the use of Adaptive Server or
system resources.

For instructions on configuring Adaptive Server for auditing, see Chapter 7,
“Adding Optional Functionality to Adaptive Server”. For information about
installing and using the auditing system, see Chapter 8, “Auditing,” in the
System Administration Guide.

dbccdb database The database consistency checlbe€) provides commands for checking the
logical and physical consistency of a database.dbbedb database stores the
results ofdbcc whendbcc checkstorage or dbcc check verifying are used.
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dbce checkstorage records configuration information for the tar get database,
operation activity, and the results of the operation in the dbccdb database.
Stored in the database are dbcc stored procedures for creating and maintaining
dbcedb and for generating reports on the results of dbcc checkstorage
operations.

For information on installing and using dbccdb, see Chapter 25, “Checking
Database Consistency,” in tBgstem Administration Guide.

Client/server communication (the interfaces file)
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Adaptive Server communicates with other Adaptive Servers, Open Server™
applications (such as Backup Server), and client software on your network.
Clients can talk to one or more servers, and servers can communicate with
other servers by remote procedure calls.

For Sybase products to interact with one another, each product needs to know
where the others reside on the network. This information is stored in an
interfaces file, nameihterfaces on UNIX platforms, located in tHeSYBASE
installation directory. After your Adaptive Server or client software is installed,

it can connect with any server on the network that is listed in the interfaces file.

The interfaces file is like an address book. It lists the name and address of every
known server. When you are using a client program, and you want to connect
with a particular server, the client program looks up the server name in the
interfaces file and connects to that server, as shown in Figure 1-1. You can
supply the name of the server by using the DSQUERY environment variable.

On TCP/IP networks, the port number gives clients a way to identify the
Adaptive Server to which they want to connect. It also tells Adaptive Server
where to listen for incoming connection attempts from clients. Adaptive Server
uses a single port for these two services (referred qoenyg service and

listener service).

On SPX networks, the socket number gives clients and servers a way to
identify each other.
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Figure 1-1: Communicating with a server

“Connect me
to the TEST
Adaptive Server.”

$SYBASE/interfaces

interfaces file
Data TEST TEST

Workbench -
q Adaptive Server

DSQUERY =
TEST

During installation, you use the srvbuild utility to create a new server. The
srvbuild process adds entries to the interfaces file for your new Adaptive
Server, Backup Server, Monitor Server, and XP Server.

For instructions on using dsedit or dscp to modify interfacesfile entries or to
create new interfaces file entries for existing servers, see Chapter 3,
“Configuring the Operating System for Adaptive Server.”

Changing Adaptive Server configuration

On UNIX platforms, you ussp_configure to change the configuration of
Adaptive Server. To change the configuration of several servers, enter the
sp_configure information in a script. For details on uskqg configure, see the
System Administration Guide and theAdaptive Server Reference Manual.

For information about configuring languages, character sets, and sort orders,
see Chapter 5, “Customizing Localization for Adaptive Server.”

For information about configuring Adaptive Server to use high availability
features, sedsing Sybase Failover in a High Availability Environment.

For information about configuring Adaptive Server for distributed transaction
management (two-phase commit), seeDtsributed Transaction
Management User’s Guide

11
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CHAPTER 2 Starting and Stopping Servers

This chapter describes how to start and stop Adaptive Server, Backup
Server, Monitor Server, and XP Server.

Topic Page
Overview 13
Starting servers 13
Starting servers when the operating system restarts 15
Stopping servers 20

Overview

Use the methods described in this chapter to start Adaptive Server,
Backup Server, and Monitor Server after a shutdown for database
maintenance, because of an operating system crash, or for other reasons.

XP Server is not started by the installation process. XP Server is started
only when an XP command isissued through isql.

For information about starting the Full-Text Search server, seethe
Standard Full-Text Search Specialty Data Store User’s Guide

You can start Adaptive Server, Backup Server, and Monitor Server on
UNIX either by:

e Entering commands from the UNIX command line, or

«  Configuring your operating system so that the servers start
automatically when the operating system starts.

Starting servers

You can start Adaptive Server, Backup Server, or Monitor Server from the
UNIX command line by usingunserver files andstartserver commands.

You can move the Adaptive Server shared memory files by adding a flag
to therunserver file.

13
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Using a runserver file

Each time a new Adaptive Server, Backup Server, or Monitor Server is
installed, the srvbuild program creates a runserver file that containsthe
information required to restart that server. Runserver files are created in the
$SYBASE/$SYBASE_ASE/install directory. For Adaptive Server, the runserver
fileisnamed RUN_servername, where servername is the name of the server.

For example, the runserver file name for an Adaptive Server named TEST is
RUN_TEST.

For Backup Server and Monitor Server, the runserver files are named
RUN_servername_back and RUN_servername_mon, respectively, where
servername is the name of the server.

Warning! Do not delete the runserver filethat is created in
$SYBASE/$SYBASE_ASE/ingtall. Thisfileisused to restart servers when you
customize your installation. If you need the runserver file in another location,
make a copy of the original runserver filein the new location.

Therunserver filefor aserver named SYBASE isnamed RUN_SYBASE. If the
runserver file for your current Adaptive Server is named RUNSERVER, you
must change the name to RUN_SYBASE during the upgrade process.

Using the startserver command

To start a server from the command line, enter:

$SYBASE/ $SYBASE_ASE/ i nstal | /startserver [ -f runserverfile ]

14

where $SYBASE/$SYBASE ASE/install/startserver isthe full path name of the
startserver utility, and runserverfileis the full path name of the runserver file
(usually $SYBASE/$SYBASE_ASE/install/RUN_servername).

If your Adaptive Server is named SYBASE, the runserver file specification is
optional.

You must have read and write permissions on the master devicefor an Adaptive
Server to start it with startserver. For moreinformation about startserver, see
Utility Programs for UNIX Platforms.

Although startserver runs Adaptive Server in the background, it does not
return to the operating system prompt after restarting. After Adaptive Server
has been restarted, press Return to return to the operating system prompt.
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Using the monserver command

Use the monserver command to start Monitor Server from the UNIX
command line. For details, see the Adaptive Server Enterprise Monitor Server
User’s Guide

Starting servers when the operating system restarts

This section describes how to configure your operating system for automatic
restart of Adaptive Server and Backup Server.

For Digital UNIX

On production systems, Adaptive Server, Backup Server, and Monitor Server
should restart automatically when the UNIX operating system starts. Thisis
accomplished by making an entry for the server in the operating system start-
up script. Monitor Server must be listed after Adaptive Server in the start-up
script.

For more information on starting Monitor Server at operating system restart,
seethe Sybase Adaptive Server Enterprise Monitor Server User’s Guide

Before configuring your operating system for automatic restart:

1

Before starting the server, define the environment variable
LD_LIBRARY_PATH.

Add $SYBASE/product_nameffilost to LD_LIBRARY _PATH. If
lusr/shlibcomes before $SYBASE/product_name/lifb
LD_LIBRARY_PATH, you may encounter unresolvable symbol errors.

Verify that all network resources are available before you start Adaptive
Server or Backup Server. The server cannot start if the network is down.

Verify that the entry in the rc (run control) directory for restarting the
server followsany commands for starting network operations.

Designate a period of time for your server to wait before starting, by
inserting a sleep command at the beginning of the linked runserverfile
you created. Slow start-up of network operations can prevent serversfrom
starting, even when the commands are in the correct order in therc
directory.

15
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To configureyour operating system for automatic restart of Adaptive Server
and Backup Server:

1 Createastart-up script filelikethe following. The start-up fileisaBourne
shell script. You must use Bourne shell conventionsin thisfile, evenif you
use the C shell for other tasks.

#1/ sbin/sh

# start a SYBASE Adaptive Server on system reboot
# set SYBASE to the path of the sybase directory
# set RUNSERVER to the name of the runserver file
# for the Adaptive Server

# set BSERVER to the name of the runserver file
# for the backup server

#

SYBASE=/ sybase/rel 1151
RUNSERVER=RUN_REL1151_XYZ
BSERVER=RUN_REL1151_ XYZ_BACKUP
PATH=/ sbi n: /usr/ sbi n: /usr/bin
#
export PATH SYBASE RUNSERVER BSERVER
#
case "$1" in
‘start’)
echo "Starting Sybase Adaptive Server"
nohup su sybase -c \
" $SYBASE/ $SYBASE_ASE/ i nstal | / startserver -f
$SYBASE/ $SYBASE_ASE/ i nst al | / SRUNSERVER >/ dev/ nul | &"
echo "Starting Sybase Backup Server"
nohup su sybase -c \
" $SYBASE/ $SYBASE_ASE/ i nstal | / startserver -f
$SYBASE/ $SYBASE_ASE/ i nst al | / $BSERVER >/ dev/ nul | &"

*)
echo "Usage: $0 {start}"

esac

2 Copy the script to the /shin/init.d directory, using syntax like the
following:

cp script_name /sbin/init.d/ script_nane

3 Review the “initdefault” entry in th&etc/inittab file to determine the
default run level for your operating system. The default run level is usually
2o0r3.
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4  Usetheln command to create a hard link from the runserver file to the
appropriate run control (rc) directory, rc#, where# isthe default run level
obtained in step 3.

For example:
In /sbin/init.d/ script_nanme /sbin/rc#. dl S##script_nane

When you type the command to create the link, add an uppercase “S” and
a two-digit sequence number preceding the name of the script file. “S”
indicates a start-up file. The sequence number is necessary because files in
therc directory are executed in numeric order. This file should be executed
last, so use a number that comes after all existing numbers in ASCII sort
order.

You can perform airs command on thec directory to view existing
numbers. For example:

I's /sbin/rc3.d/S*
returns the following results:

/ sbin/rc3.d/ S10sysl og
/ sbin/rc3.d/ S15nfs. server
/sbin/rc3.d/ S21rfs

If your script is namedybstart, type a command like the following:
In /sbin/init.d/sybstart /sbin/rc3.d/S99sybstart

In this example, you can use any number greater than 21 in place of 99.

For HP-UX

In HP-UX versions 10.0 and later, you cannot edit commands igtthre file,
so the System Administrator must create a script that executes when the
operating system starts or shuts down.

For more information about (1M), see the HP-UX manual page. You can
model your script after the HP-UX template figbin/init.d/template.

After creating the start-up and shutdown script, place it in the directory
/sbin/init.d. Execution scripts placed in this directory have symbolic links to
directorieg/sbin/rcn.d wheren is the system run level. The linked scripts in
/sbin/ren.d are used to control the sequencing order of the execution scripts.

17
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For IBM RS/6000

On production systems, Adaptive Server can be restarted automatically
whenever the UNIX operating system restarts. To have Adaptive Server restart
automatically, place the startserver command in the /etc/inittab file.

Following is a suggested format for an Adaptive Server start-up command to
add to /etc/inittab:

"sybase: 2:wait:/release directorylinstall/startserver -f \ RUN_servernane

/ dev/ consol e 2>&1"

For Sun Solaris

18

Whererelease directory isthe full path to the Sybase installation directory
(specified asthe SY BASE environment variable), and RUN_servernameisthe
runserver file for the server you are starting.

Make sure that the entry for starting Adaptive Server follows any entry for
[etc/rc.tepip and /etc/re.nfsin the /etc/inittab file. All network resources must
be avail able before you start Adaptive Server; otherwise Adaptive Server will
not start. Also, your server will not start if the network is not up.

Slow start-up of network operations can also prevent Adaptive Server from
starting, even when the commands in the /etc/rc.tepip file are in the correct
order. You can designate a period of time for Adaptive Server to wait before
starting by inserting a sleep command before the server start-up command in
the runserver file. The sleep command is in the form:

sl eep seconds_of _rest

Note To enablerestart of a Backup Server when the operating system starts,
add a Backup Server start-up command to /etc/inittab. Use the path of the
Backup Server runserver file in this command.

Before you set Adaptive Server or Backup Server to start automatically, make
sure that all network resources are available. Your server will not start if the
network is not up. Be sure that the entry for restarting the server follows any
commandsin therc directory for starting network operations. Slow start-up of
network operations can prevent serversfrom starting, evenif commandsarein
the correct order intherc directory. You may want to designate a period of time
for your server to wait before starting by inserting asleep command at the
beginning of the linked runserver file you created.
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To configure your operating system for automatic restart of Adaptive Server
and Backup Server:

1 Create astart-up script file with contents like the following:

$SYBASE/ $SYBASE_ASE/ i nstal | / startserver
-f $SYBASE/ $SYBASE ASE/instal |/ RUN_server nane

where $SYBASE/$SYBASE _ASE/install/startserver isthe full path name
of the startserver utility, and

$SYBASE/$SYBASE ASE/install/RUN_servername is the full path name
of the runserver file for the server.

2 Copy the script to the /etc/init.d directory, using syntax like the following:
cp script_nanme /etc/init.d/ script_nanme

3 Review the contents of the /etc/inittab file to determine the default run
level for your operating system. Theinitdefault entry specifiesthe default
run level, which isusualy 2 or 3.

4  Usetheln command to create a hard link from the runserver file to the
appropriate run control (rc) directory, rc#, where # is the default run level
obtained in step 2.

Use syntax like the following:

In /etc/init.d/ script_nane
letclrc#. dl S#iscri pt_nane

When you type the command to create this link, add an uppercase “S” and
a two-digit sequence number preceding the name of the script file. “S”
indicates a start-up file. The sequence number is necessary because files in
therc directory are executed in order of their numbers. This file should be
executed last, so you should use a sequence number that follows all
existing numbers in ASCII order.

You can perform ars command on thec directory to view existing
sequence numbers. For example:

Is /etc/rc3.d/ S*
returns:

/etc/rc3.d/ S10sysl og
/etc/rc3.d/ S15nfs. server
/etc/rc3.d/ S21rfs

If your script is namedybstart, type the following:
In /etc/init.d/sybstart /etc/rc3.d/ S77sybstart
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In this example, you can use any number greater than 21 in place of 77.

Stopping servers

Only the System Administrator has permission to issue a shutdown command.
Using a shutdown command minimizes the amount of work that automatic
recovery needs to do when the servers are restarted.

The preferred method of stopping Adaptive Server or Backup Server isto use
the Transact-SQL shutdown command. For Monitor Server, use the
sms_shutdown command.

Stopping Adaptive Server
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To shut down Adaptive Server:

1 Useisqgl tologinto an Adaptive Server account with System
Administrator privileges:

isql -Usa -Ppassword -Sserver_nane
2  Enter the following command to shut down the server:

1> shut down
2> go

The default for the shutdown command is with wait. The with wait option
allows Adaptive Server to finish executing SQL statements or procedures,
perform a checkpoint in each database, disable new logins, and perform other
shutdown tasks.

Issuing the shutdown command prints a message like this to the sterr file;

Server SHUTDOMN by request. The SQL Server is term nating
this process.
CT- LI BRARY error:

Thisisnormal behavior. If the message indicates that Adaptive Server is
waiting for processes to complete, and you need to stop Adaptive Server
immediately, you can use the shutdown with nowait command. shutdown
with nowait does not wait for currently executing statementsto finish and does
not perform checkpoints in every database.
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Stopping Backup Server
To shut down a Backup Server:
1 Useisql tologinto aserver with System Administrator privileges:
i sql -Usa -Ppassword -Sserver_nane
2 Enter the following command to shut down the specified Backup Server:

1> shut down SYB_BACKUP
2> go

After you shut down aBackup Server, you must wait at least 30 seconds before
restarting it.

Issuing the shutdown command prints a message similar to the following to
the stderr file:

Backup Server: 3.48.1.1: The Backup Server will go down
i mredi ately.
Term nating sessions.

Thisisnormal behavior. If amessageindicatesthat Adaptive Server or Backup
Server iswaiting for processes to complete, and you need to stop Adaptive
Server or Backup Server immediately, you can use the shutdown with nowait
command. shutdown with nowait does not wait for currently executing
statements to finish and does not perform checkpoints in every database.

Using shutdown with nowait for Backup Server can cause inconsistent or
incomplete dumps and loads. Use this command only when necessary.

For more information on the shutdown command, see the Adaptive Server
Reference Manual.

Stopping Monitor Server

You must shut down Monitor Server before restarting Adaptive Server. If
Adaptive Server stops, make sure that Monitor Server is shut down beforeyou
restart Adaptive Server. Monitor Server must be shut down to release
resources. Otherwise, Adaptive Server may not be able to alocate enough
resources to restart.

If the Monitor Server heartbeat featureisin effect, Monitor Server
automatically detects the termination of Adaptive Server within the specified
period and shutsitself down. Therefore, before attempting to restart Adaptive
Server after ashutdown, either wait for the automatic shutdown of Monitor
Server to occur, or explicitly stop Monitor Server.
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For more information on stopping Monitor Server, see the Adaptive Server
Enterprise Monitor Server User’s Guide

Using the kill command

Warning! Use the kill command in Adaptive Server and Backup Server only
asalast resort.

When possible, use the Transact-SQL shutdown or shutdown with nowait
command. Do not use kill with the -9 flag because it exits the server without
running a checkpoint to ensure that all database changes are written to the
database device. Adaptive Server may also exit without removing associated
shared memory files and network handlers.

Because Adaptive Server and Backup Server are background processes, they
can be killed from the operating system by their owner or by “root” with the
UNIX kill command. The syntax is:

kill pid

wherepid is the process identification of adgtaserver or backupserver
process, as determined by #i®wserver command. Killing one engine for a
particular Adaptive Server kills all engines for that server.

If more than one Adaptive Server is running on the same system, you must be
careful that the engine you kill is associated with the correct Adaptive Server.
If your Adaptive Server is configured to use multiple engines (CPUs), each
engine has an associated operating system process. The correct way to kill a
multi-engine server is to specify the process ID for engine 0.

Thisshowser ver output shows the processes for a four-engine server:
showser ver

uiD PID PPID C STIME TTY TIME COMD

jorge 3320 1 80 10:31:40 ptg4 302:15 dataserver -dteamster
jorge 3321 3320 80 10:31:45 pts/d 324:47 dataserver -ONLINE:1
jorge 3322 3320 80 10:31:45 ptg4 326:02 dataserver -ONLINE:2
jorge 3323 3320 80 10:31:145 ptd4 328:56 dataserver -ONLINE:3

This example shows four runnidgtaserver processes with operating system
process identifications (PID) 3320, 3321, 3322, and 33RBagerver is the
executable form of the Adaptive Server program.)
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Child engine processes for the dataserver have the -ONLINE: argument.

Each child engine has a parent processidentification (PPID) that isequal to the
process identification (PID) of the parent. Inthe example above, the PID of the
parent server is 3320. The other three engines spawned by the parent process
have the same PPID.

If the PPIDs appear to be unrelated, and there is more than one dataserver
process, then more than one Adaptive Server isrunning on the system.

Shutdown and shared memory files

On Digital UNIX, HP-UX, and IBM RS/6000, when Adaptive Server starts, it
creates the following files in $SYBASE to store information about the shared
memory segments that it uses:

*  SERVER NAME.krg and
*  SERVER NAME.srg0.

On Sun Solaris, when Adaptive Server starts, it creates the

SERVER _NAME krg file in $SYBASE to store information about the shared
memory segments that it uses. When Adaptive Server is shut down in a normal
manner, the shared memory files are automatically removed. If Adaptive
Server crashes or is stopped with kiie-9 command, these files are not

deleted. You need read and write permissions on these files to restart Adaptive
Server after a crash okl -9 command, because Adaptive Server must be able
to overwrite the previously created shared memory files.
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CHAPTER 3

Configuring the Operating
System for Adaptive Server

This chapter discusses the operating system configuration settings that
you can adjust after installing or upgrading Adaptive Server. Unless stated
otherwise, the information pertainsto all supported UNIX platforms.

Topic Page
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Using the stty setting 26
Restoring correct permissions 27
File descriptors and user connections 27
Adjusting the client connection timeout period 31
Checking for hardware errors 32
Monitoring the use of operating system resources 33
A sample C shell maintenance script 35

Setting environment variables

Itiscrucia to the operation of Sybase products that the system
environment variables are set correctly. Environment variables are set in
the user’s environment either interactively or by including them in the
user’s.login and.cshrcfiles (for C shell) orprofilefile (for Bourne shell).

Only the file owner or the “root” user can edit a usdogin, .cshrc, or
.profilefile.

Table 3-1 describes the system environment variables for Adaptive
Server.

To check the current value of environment variables on your system, at the
operating system prompt enter:

set env
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DSLISTEN

DSQUERY

PATH

Table 3-1: System environment variables

Variable Sample value Function
DSLISTEN IGNATZ Used at Adaptive Server start-up; enables the specified
Adaptive Server to listen for input from front-end software.
DSQUERY IGNATZ Defines the Adaptive Server to which local client
applications connect.
PATH Jusr/bin:/etc: Appends the full path to the Adaptive Server bin
{usr/sbin: subdirectories.
lusr/uch:
Jusr/bin/X11:/sbin

The DSLISTEN environment variable defines the name used by Adaptive
Server to listen for client connections, when no nameis given during Adaptive
Server start-up. If DSLISTEN isnot set, and no nameis given during start-up,
the Adaptive Server name defaults to the server name given at installation.

The DSQUERY environment variabl e defines the Adaptive Server name to
which client programs attempt to connect when no Adaptive Server nameis
specified with acommand-line option. If DSQUERY is not set, and you do not
supply the Adaptive Server name with acommand-line option, clientstry to
connect to the server name given at installation.

The PATH environment variable specifies which directory paths to search for
executables. The Sybase executablesareinthebinand install directoriesinthe
Sybase installation directory. The install program appends these paths to the
current PATH environment variable.

Note The new executables are added at the end of the PATH variable. Verify
that you do not have any old Sybase executables, instead of the new
executables, in the PATH that will be invoked.

Using the stty setting
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Setting the stty tostop option causes a background Adaptive Server to stop as
soon asit tries to write to the terminal. To avoid this error, execute the
following command before starting Adaptive Server:

stty -tostop

If you are redirecting all Adaptive Server output to files, you do not have to
change the stty setting.
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Restoring correct permissions

Sybase software files and directories are installed with the correct access
permissions. If you notice that the permissions are no longer correct, you can
restore the correct permissions with the script setperm_all, located in the
$SYBASE/install directory.

File descriptors and user connections

For Digital UNIX

For HP-UX

The number of user connections used by Adaptive Server cannot exceed the
number of file descriptors available to Adaptive Server on the operating
system. When configuring user connections on Adaptive Server, the System
Administrator should take into account the number of file descriptorsavailable
per process. Although most of the open file descriptors are available for user
connections, afew are used by Adaptive Server for opening files and devices.

The number of file descriptors per process is determined by the operating
system parameter open_max. Thedefault value of open_max is4096. For more
information on setting open_max, see the Digital UNIX operating system
documentation.

Note Adaptive Server can use amaximum of 1024 file descriptors, regardless
of the value of open_max.

To obtain the current value of the open_max parameter, usethe Korn or Bourne
shell ulimit command:

ulimt -n

To obtain the number of current file descriptors, use the sysconf or
getdtablesize function.

The kernel parameters maxfiles and maxfiles_lim control the number of file
descriptors available to any one process.
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For IBM RS/6000

The number of file descriptors per processis determined by the operating
system parameter open_max. The default value of open_max is 32767.
Adaptive Server can use a maximum of 2000 file descriptors per engine,
regardless of the value of open_max. For more information on setting
open_max, see the Al X operating system documentation.

To obtain the current value of the open_max parameter:
* Use the Korn or Bourne shelimit command:
ulimt -n
To obtain the number of current file descriptors programmatically:

»  Use thesysconf or getdtablesize function.

For Sun Solaris

For Sun Solaris you can set both “soft” and “hard” limits for file descriptors.
The soft limit can be increased up to the hard limit by the user, but the hard limit
can be increased only by someone with “root” permissions. The soft limit
determines the number of open file descriptors available to an Adaptive Server
engine.

Although most of the open file descriptors are available for user connections,
a few are used by Adaptive Server engines for opening files and devices.

See theSystem Administration Guide for additional information on user
connections.

Displaying current soft To display the current soft limit:
and hard limits
¢ For C shells, enter:
limt descriptors
¢ For Bourne shells, enter:
ulimt -n
To display the current hard limit;
» For C shells, enter:
limt -h descriptors

* For Bourne shells, enter:
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Increasing the soft
limit

Increasing the hard
limit

ulimt -Hn

To increase the soft limit:

For C shells, enter:
limt descriptors n
For Bourne shells, enter:
ulimt -Sn new_ val ue

wheren is the current value for the soft limit, andw_value is the value
to which you want to increase the soft limit.

Note The preceding commands can be used in yangerver file to increase
the hard and soft limits. Because thaserver file is a Bourne shell script, be
sure to use the Bourne shell versions of these commandsrimteever file.

To increase the hard limit, use a program like the sample program shown in
“Sample program” on page 30.

To set up the sample program to increase the hard limit:

Create the ASCII fildile_name.c (wherefile_name is the name you give
the file), by using an ASCII text editor. Type the text shown in the sample.

Compile the file:
cc file_nane.c -o program nane

wherefile_name is the name of the source file you created, and
program_name is the name you want to give the program.

Change the program’s permissions and ownership so that it will execute as
“root™:

chnod 755 program nane
chown root program nane

whereprogram_name is the name of the compiled program.

The “root” user can use the program to start Adaptive Server with
increased user connections by typing the following command at the
operating system prompt:

# program nane dataserver -d naster_devi ce_nane
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where program_name is the name of the compiled program, and
master_device name s the full path of Adaptive Server’s master device.
Instead of typing the command at the operating system prompt, you can

Sample program

addprogram_name preceding the@ataserver command line in the
Adaptive Serverunserver file.

hard limit:

#i ncl ude <sys/tine. h>

#i ncl ude <sys/resource. h>

#i ncl ude <sys/types. h>

/*

** define MAX_CONNECTIONS to a nunber |ess than
** 10000. The nunber defined will then becone the
** maxi mum nunber of connections allowed by an Adaptive
** Server.

*/

#def i ne MAX_CONNECTI ONS 9999

extern int errno;

mai n(ar gc, ar gv)

char **argv;

{
struct rlimt rlp;
uid_t uid;

rip.rlimcur MAX_CONNECTI ONS;
rlp.rlimmax MAX_CONNECTI ONS;
[nbsp ] /* set the nunber of open file desriptors to MAX _CONNECTI ONS */

if (setrlimt (RLIMT_NOFILE, &lp) == -1)
{

perror("setrlimt");

exit(1);
}

[nbsp ] /* reset the user id to disable superuser privileges */
uid = getuid();
setui d(uid);

[nbsp ] /* run the programindicated as argunents to this program*/
execv(*++argv, argv);

}

For additional information on user connections, se&gaem Administration
Guide.

The following example shows the source code that you can use to increase the



CHAPTER 3 Configuring the Operating System for Adaptive Server

Adjusting the client connection timeout period

For Digital UNIX

Adaptive Server uses the KEEPALIVE option of the TCP/IP protocol to detect
clientsthat are no longer active. When aconnection to aclient isinactivefor a
period of time (the timeout period), the operating system sends KEEPALIVE
packets at regular intervals. If it does not receive a response from the client
machine for any of these packets, the operating system notifies Adaptive
Server that the client isno longer responding. Adaptive Server then terminates
the client’s connection.

TheKEEPALIVE default timeout period is 2 hours (7,200,000 ms.). To display
the current time value, use the command for your platform as shown in the
following sections.

To display the current timeout value, enter:
/usr/sbin/ndd -get /dev/tcp tcp_keepalive_interval

To reduce the timeout period to 15 minutes (900,000 ms.), enter:

[usr/sbin/ndd -set /dev/tcp tcp_keepalive_interval 900000

For HP-UX

For IBM RS/6000

To display the current timeout period, enter:

/usr/contrib/bin/nettune -I

Note The switch is a lower case “I”, not a numeral one (1).

Thetcp_keepstart parameter specifies the length of time (measured in seconds)
to keep an idle connection active before the system checks to see if the
connection died.

To change the timeout period, use tle&tune -s command.

To display the current timeout value, enter:
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Checking for hardware errors

For Sun Solaris

/usr/shin/no -o tcp_keepidle

The tcp_keepidle parameter specifies the length of time (measured in half
seconds) to keep an idle connection active before the system checks to seeif
the connection died. The default is 14,400 half seconds (7200 seconds, or 2
hours).

IBM recommends a value of at least 15 minutes.

To display the timeout value, enter:
/usr/sbin/ndd -get /dev/tcp tcp_keepalive_interval

To reduce the timeout period to 15 minutes (900,000 ms.), enter:

/usr/sbin/ndd -set /dev/tcp tcp_keepalive_interval 900000

Checking for hardware errors

For Digital UNIX

32

The following types of hardware error messages indicate problems that may
lead to database corruption:;

e Disk read, write, or retry errors

 Timeouts

System panics

Memory problems of any type

Check thevar/adm/messages file on a regular basis. See the operating system
documentation for more information on this file.
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For HP-UX

Check the /var/adm/syslog/syslog.log file on aregular basis. You can view the
file directly, or you can use the HP-UX dmesg command. See your operating
system documentation for more information.

For IBM RS/6000

The errpt command includes several flags for limiting the report to events that
match certain criteria. Use the errpt command on aregular basis. If errors
appear, use the diagnostic tool diag to check your memory and disks. Or use
the System Management | nterface Tool (SMIT) to run the errpt command. This
command may produce alot of output.

For Sun Solaris

Check the /var/adm/messages file on aregular basis. If any of the types of
hardware errors described in the beginning of this section appear, use the Sun
Microsystems diagnostic tool, sundiag, to check memory and disks. See the
operating system documentation for more information.

Monitoring the use of operating system resources

The Performance and Tuning Guide and the System Administration Guide
discuss maintaining the optimal number of Adaptive Server engines for your
workload and system configuration. To determine the optimal number, you
need to monitor system and CPU usage.

For Digital UNIX
The following tools help monitor performance:

e Theiostat command reports the amount of /0O on terminals and hard disks
and how CPU time is spent.

e Thevmstat command monitors virtual memory usage.

*  Thenetstat command monitors network status.
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Monitoring the use of operating system resources

For HP-UX

For IBM RS/6000

34

* Theps command provides an accurate snapshot of accumulated CPU time
and usage for individual processes. This can be very helpful in
determining the load of the data server, engine, and processes.

e Thetime command can be useful in determining the various user, system,
and real-time resources used over a complete run.

For details about these tools, see your operating system documentation.

HP-UX supplies many tools to help monitor performance, which include:

¢ Thesar command reports relative and absolute I/O throughput rates to
each disk and controller.

»  Thevmstat command monitors virtual memory usage.
¢ Thenetstat command monitors network status.

¢ Theps command provides a snapshot of accumulated CPU time and usage
for individual processes.

» Thetime command can be useful in determining the various user, system,
and real-time resources used over a complete run.

For details about these tools, see your operating system documentation.

IBM RS/6000 supplies the following tools for monitoring performance:

e Theiostat command reports the amount of /O on terminals and hard disks
and how CPU time is spent.

e Thevmstat command monitors virtual memory usage.
e Thenetstat command monitors network status.

e netstart -v displays Transmit/Receive Statistics. It is also used to
determine if enough mbufs have been configured for network traffic.

e no-adisplays current network options. It is also used for tuning mbuf
pools.

e Theps command provides a snapshot of accumulated CPU time and usage
for individual processes.
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e Thetime command determines the various user, system, and real-time
resources during a complete run.

For details about these tools, see your operating system documentation.

For Sun Solaris
Sun Solaris supplies the following tools to help monitor performance:

* Theijostat command reports the amount of I/O on terminals and hard disks
and how CPU time is spent.

e Thevmstat command monitors virtual memory usage.
¢  Thenetstat command monitors network status.

* Theps command gives you an accurate snapshot of accumulated CPU
time and usage for individual processes. This can be very helpful in
determining the data server-, engine-, and process-specific loading.

e Thetime command can be useful in determining the various user, system,
and real-time resources used over a complete run.

For details about these tools, see your operating system documentation.

A sample C shell maintenance script

The following sample C shell script calls sevésal scripts:

#!/bin/csh -f
if ( -e dbcc_nmil.out)
t hen
rm dbcc_nmi | . out
endi f
foreach i (*.dbcc)
isql -Usa -Ppassword < $i > dbcc_out
if ( "grep -c 'Msg 25[0-9][0-9]" dbcc_out’ )
t hen
echo "There are errors in" $i >> dbcc_mail. out
cat dbcc_out >> dbcc_mail. out
el se
echo "Backing up " $i:r >> dbcc_mail . out
i sql -Usa -Ppassword < $i:r.backup
endi f
end
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A sample C shell maintenance script

mail -s "Backup Report" jjones < dbcc_mmil . out

Thefirst set of scripts (one for each database with afile name appended with
.dbcc) runs dbec checkalloc and dbce checkdb for each database and sends the
messages to an output file called dbcc_out.

For example, the script master.dbce runs dbcc to check the master database:

dbcc checkal | oc (master)

go

dbcc checkdb (master)

go
The C shell script then runs the grep command to find 2500-level error
messagesin thedbcc output. Theresults of the grep command go into an output
file called dbcc_mail.out.

Next, the script invokes an isql backup script for each database for which no
2500-level errors occurred and adds the “Backindaigbase name” line to
dbcc_mail.out . For example, the scriptaster.backup backs up thenaster
database:

use master

go
dunp dat abase master to nmaster_dunp

go
You may want to add appropriatemp transaction commands to your scripts.

If there are 2500-level error messages, the script does not back up the database.
At the end of the scriptbcc_mail.out is mailed to the System Administrator
“jiones,” who then has a record of faticc errors and successful backups.

You can tailor the sample shell aisdl scripts to suit the needs of your
installation.

To have the scripts execute automatically, edittbetab file, and add an entry
similar to this:

00 02 * * * [usr/ulsybase/dbcc_ck 2>&1

In this example, a C shell script callgistc_ck executes daily at 2:00 a.m.
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CHAPTER 4

Setting Up Communications
Across a Network

This chapter provides information about how to set up communications
across the network. Adaptive Server uses a configuration file called the
“interfaces” file to provide the information Adaptive Server needs to
allow servers and clients to communicate. On UNIX platforms the
interfaces file is nameidterfaces. This chapter describes the interfaces
file and provides specific configuration information for each supported
UNIX platform.

Topic Name
What is an interfaces file? 38
How Adaptive Server uses an interfacesfile 39
How aclient uses an interfaces file 40
Heterogeneous and homogeneous environments 40
Understanding the format of the interfacesfile 42
Utilities for editing the interfaces file 48
Creating one interfaces file for multiple installations 48
Configuring interfaces files for multiple networks 49
Troubleshooting 54

Adaptive Servers and clients use different interfaces files. Interfaces files
contain entries for all Adaptive Servers, backup servers, and other server
products on the network.

Table 4-1 shows where to find more information on server and client
interfaces file tasks and topics.

Table 4-1: Where to find interfaces file tasks and topics

Type of

interfaces file Task or topic See

UNIX server or Adding entries for multiple Chapter 5, “Customizing Localization for Adaptive
client Adaptive Server installations Server”

Creating a master interfaces file| “Creating one interfaces file for multiple installations”
for multiple installations on page 48
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What is an interfaces file?

Type of
interfaces file Task or topic See
Configuring for multiple networks | “Configuring interfaces files for multiple networks” on
page 49
Reference information “Understanding the format of the interfaces file” on
page 42
PC-client Configuring a client Installing Adaptive Server and OmniConnect on UNIX
Platforms
Reference information and Open Client Supplement for your PC client platform, or
instructions for advanced tasks | the appropriate Open Client documentation
Client platforms | Configuring, reference Open Client Supplement for your PC client platform, or
not listed information, and instructions for | the appropriate Open Client documentation
advanced tasks

What is an interfaces file?

An interfaces file contains information about the network locations of servers.

In the Sybase client/server environment, a client can connect with Adaptive

Server if it knows where the server resides on the network and if the server
supports the client’s language or character set. When a client initiates a
connection, it looks in its interfaces file for the network location of the target
server.

The interfaces file lists the name and address of every server, including Backup
Server. When you are using a client program, and you want to connect with a
particular server, the client program looks up the server name in the interfaces
file and connects to that server. You can also supply the name of the server by
using the DSQUERY environment variable.

Servers also need network information. When a server starts up, it looks in its
interfaces file to determine where to listen for client connection requests. In
addition, Adaptive Server can take on a client role when it makes remote
procedure calls to other Adaptive Servers.

Creating an interfaces file

38

The installation progransrvbuild, automatically creates an interfaces file for
each server and client installation. The default location for the interfaces files
is the Sybase installation directory (as determined by the value of the SYBASE
environment variable).
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Contents of an interfaces file

Differences between
client and server
interfaces files

If your site has
multiple installations

An interfaces file contains network information about all servers on your
network, including Adaptive Server, Backup Server, XP Server, plus any other
server applications such as Adaptive Server Enterprise Monitor™ Server,
Replication Server® and Open Server.

The network information in the file includes the server name, network name or
address of the host machine, and the port, object, or socket number (depending
on the network protocol) on which the server listens for queries. See
“Understanding the format of the interfaces file” on page 42 for the specific
makeup of the interfaces file entry.

Each entry in an interfaces file can contain two types of lines:

« Master lines, which are used by server applications to listen for queries
over the network. This information is calledisiener service.

e Query lines, which are used by client applications to connect to servers
over the network. This information is calledj@ery service.

The network information contained in the master and query lines for a server
is identical because a server listens for connection requests on the same port
that clients use to request connections.

A server needs both master and query lines in its interfaces file, since servers
sometimes act as clients to other servers.

A client’s interfaces file does not need a master line. It functions correctly with
only a query line.

If you have more than one Adaptive Server installation, each server’s interfaces
file should contain information about all servers on the network.

If all of your server products are running on the same platform, you can create
one masteimterfaces file and copy that file to each machine. For more
information, see “Creating one interfaces file for multiple installations” on
page 48.

If the host machine supports multiple networks, see “Configuring interfaces
files for multiple networks” on page 49.

How Adaptive Server uses an interfaces file

Adaptive Server uses its interfaces file to listen for clients. To listen for queries,
the server:
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How a client uses an interfaces file

« Determines its own name by checking the value of the DSLISTEN
environment variable

» Looks in the interfaces file for an entry whose name matches the
DSLISTEN name and finds the corresponding master line

e Uses the network information provided by the master line to listen for
queries

How a client uses an interfaces file

When a client, or a server acting as a client, connects to a server it:

» Determines the name of the server either programmatically or by referring
to the DSQUERY environment variable. If the application user has not set
DSQUERY, the runtime value for the server name defaults to the SYBASE
environment variable.

* Looks in the interfaces file for an entry whose name matches the name of
the server, stops at the first instance of that name, and reads the query line.

*  Uses the network information provided by the query line to connect to the
server. If the client cannot connect the first time, it makes additional
attempts according to the delay and retry numbers indicated in the
interfaces file. If no matching entry is found, an error message is written
to the client’s standard error file. If multiple networks are supported, the
client attempts to connect using the information in the second query entry
for the server. See “Configuring for query port backup” on page 53.

The Open Client documentation discusses client connections in much greater
detail. See th®pen/Client Programmer’s Supplemémtyour client platform
or the appropriate Open/Client documentation.

Heterogeneous and homogeneous environments

You can run Adaptive Server and clients on the same platform or on different
platforms.
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"Fet CRICO s
Sudress and
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If the platforms are different, each platform may require adifferent format and
configuration for itsinterfacesfile. Figure 4-1 illustrates how aclient PC uses
network informationinitsinterfacesfile (sgl.ini) to connect to Adaptive Server
running under UNIX, and how Adaptive Server usesits interfaces file to
connect to another server during a remote procedure call.

Figure 4-1: Establishing network connections in a heterogeneous
environment
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If both a client and a server are running under UNIX, a copy of the same
interfacesfileisvalid for both. Figure 4-2 illustrates how clientsand Adaptive
Servers running in a homogeneous environment can use copies of the
interfaces file to establish connections. Because the two Adaptive Servers are
running under the same operating system, they can use the same interfacesfile
or exact copies of the samefile.
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Understanding the format of the interfaces file

Figure 4-2: Establishing network connections in a homogeneous
environment
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Understanding the format of the interfaces file

When an Adaptive Server isinstalled, srvbuild creates an entry for it in the
interfacesfile.

Components of an interfaces file entry

Table 4-2 describes the components of an interfaces file entry.
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Table 4-2: Components of an interfaces file

Component

Value

servername

Name of Adaptive Server or Backup Server. Requirements for aserver name are:

« The name cannot be more than 30 characters long.

» The first character must be a letter (ASCII a through z, A through Z).

» The characters that follow must be letters, numbers, or underscores ().

retry_attempts (optional)

Number of times you want the client to try to connect to a server after initial
failure. Default is 0.

delay _interval (optional)

Number of seconds between connection attempts. Default is 0.

service_type

Type of service defined by entry. Must be one of the following:

* master (see “Contents of an interfaces file” on page 39)

« query (see “Contents of an interfaces file” on page 39)

» debug (connection for use by Sybase Technical Support only)

Application programming interface available to the network. The available
interface file for UnixWare is TLI (Transport Layer Interface), represented by the
letters “tli".

protocol

Name of the network protocol. Protocol types available are:
« TCPI/IP, represented by the letters “tcp”
« SPX, represented by the letters “spx”

network

Name of the network; not currently used by Adaptive Seswauild enters
“ether” as a placeholder.

host

Network name or address of server’s host machine.

* For TCP/IP, use either the host name or Internet address. Maximum size of
entry is 32 bytes.

To determine the host name of a machine, log in to that machine and enter:

/ bi n/ host nanme

machine

Network name or address of server’s host machine.

* You can use either the host name or Internet address. Maximum size of entry is
32 bytes.

To determine the host name of a machine, log in to that machine and enter:

/ bi n/ host nane

device

The network device endpoint.

» For TCP networks, it varies according to the vendor supplying the networking
software. Check the vendor-specific documentation for the name of the device.
Your network may provide multiple streams devices corresponding to different
protocols in the TCP protocol suite. Choose the TCP streams device. Common
TCP streams devices incluttdev/tcp, /dev/ito, and/dev/inet/tcp.

* For the IPX protocol, the value is alwaigev/nspx.
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Component

Value

address for a TCP protocol
entry

Address consists of :

Address prefix, “\x” for tli.
Network type, always 0002.

Port number converted to four digits, hexadecimal. Must be between 1025 and
65535. Must be unique. Check thetc/services file on each machine on the
network to see what port numbers are in use. Enter the Adaptive Server port
number in a new section fgtc/services labeled “Sybase specific services”.

You do not have to make this entry for the operating system to function
properly, but the presence of the port number in the file may prevent other users
from using the port number.

IP network node address of the host machine converted to eight digits,
hexadecimal.

Trailing zeros, optional, 16 digits.

address for an SPX protocol
entry

Address consists of:

Address prefix, “\x” for tli
Network address, 8 digits
Node address, 12 digits
Socket number, 4 digits

port/object number

For TCP/IP networks, port is a unique port number between 1025 and 65535.
Check thdetc/services file on each machine on the network to see what port
numbers are in use. Enter the Adaptive Server port number in a new section of
/etc/serviceslabeled “Sybase specific services”. You do not have to make this
entry for the operating system to function properly, but the presence of the port
number in the file may prevent other users from using that number.

For DECnet networkgbject is an object number between 128 and 253. The
number must be unique to the node on which the server is running.

port

A unique port number between 1025 and 65535. Chedftttiservices file on

each machine on the network to see what port numbers are in use. Enter the
Adaptive Server port number in a new sectioretufservices labeled “Sybase
specific services”. You do not have to make this entry for the operating system to
function properly, but the presence of the port number in the file may prevent other
users from using that port number.

Format by platform

The following rules apply to the format of interfacesfile entries:

L]
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Each Adaptive Server has only one entry, although there may be multiple
lines in the entry.
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e Each line that follows thservername line must begin with a space or a
character tab.

« Each element on the line must be separated by a single space.
e Each entry is separated by a blank line.

e You can add comments to an interfaces file by adding a pound sign (#) at
the beginning of the line and a line break at the end.
Digital UNIX
servername retry_attenpts del ay_i nt erval <new i ne>
<t ab>servi ce_t ype protocol network host port/object_nunber<new i ne>
HP-UX
servernanme retry_attenpts del ay_i nt erval <new i ne>
<t ab>servi ce_t ype protocol network machi ne port<new i ne>
IBM RS/6000

servernane retry_attenpts del ay_i nterval <new i ne>
<t ab>servi ce_type protocol network machi ne port<new i ne>

Sun Solaris

servernane retry_attenpts del ay_i nterval <new i ne>
<t ab>servi ce_type api protocol device address<new i ne>

Creating interfaces files for SPX

If Novell Protocol Suite Version 3.0.1 is installed on your machine, you can
create interfaces file entries to support the SPX/IPX protocol. Interfaces file
entries for SPX have the following format:

servername retry_attenpts del ay_i nterval <newl i ne>
<t ab>service_type api protocol device address<new i ne>

Note Each entry line that follows theervername line must begin with a <tab>
character or a blank space. Use a single space between each component on an
entry line.

Theservername, retry_attempts, delay _interval, andservice _type components
have the same meaning in an SPX entry as in a TCP entry. Table 4-3 describes
the other components.
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Table 4-3: Remaining components in the interfaces file

Component Value
api api isthe application programming interface to the network. Since Adaptive Server uses the
Transport Layer Interface (TLI) for SPX protocol connections, use the letters “tli".
protocol protocol is the name of the network protocol. Use the letters “spx” to designate the SPX protocol.
device device is the network device endpoint supplied for SPX networks. The device that is supplied
with the Novell Protocol Suite network software is narfuesl/nspx.
address address is a composite entry generated from the network number, node, and socket number,

defined as follows:
« The first four bytes of the address represent the network number converted to hexadecimal.
* The next six bytes represent the network node of the machine running Adaptive Server.

» Both the network number and node are assigned by the network administrator of your system.
You can check th&usr/netware/npsconfig file to determine the network and node numbers
for your machine.

* The socket number is a hexadecimal number between 0x8000 and OxFFFF that identifies the
process on the machine.

If you choose a socket number that is already in use on the machine where your Adaptive
Server is located, you receive a message similar to the following when you attempt to restart
your Adaptive Server:

ninit: t_bind, Incorrect permissions
ninitconn_free: t_close, fd=5, lllegal transport fd
ninit: All master network listeners have failed.
Shutting down.

ueshutdown: exiting

More than one Adaptive Server can have the same socket number, if each server is on a
different machine. Theombination of network number, node, and socket uniquely identifies

the Adaptive Server.

For example, if your machine has a network number of 4D160D14 and a node number of
000000000001, and you use socket number 86bb, the following address entry is added:

/x4D160D1400000000000186bb

Interfaces file example
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Figure 4-3 illustrates an environment with three UNIX Adaptive Servers and
one UNIX client. The interfaces file shown is a master interfaces file that
works for each server and the client on the four machines shown.
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Figure 4-3: Interfaces file example — three servers, one client
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Utilities for editing the interfaces file

Use the following Sybase utilities to edit the network information in the
interfaces file:

* dsedit — an X-Windows GUI utility.
* dscp —a UNIX command-line utility.

For details on using these utilities, seelthidities Guide for UNIX Platforms.

Creating one interfaces file for multiple installations

Distributing copies of one interfaces file (a master file) with entries for all
Adaptive Servers is the easiest way to maintain consistency in the interfaces
files in a homogeneous environment on a network.

You make all changes to one version of the file and then copy the updated
master file to all appropriate Sybase directories.

You can make a master file in one of two ways:
» Usingdsedit or dscp

» Using a text editor

Using dsedit or dscp to create a master interfaces file

You can use thdsedit or dscp utility to create a master interfaces file, which

you can then distribute to all servers. If you are not an experienced Sybase user,
you may find that usingsedit or dscp is easier than using a text editor. Using
dsedit or dscp also ensures that your interfaces file is consistent in format.

To create a master interfaces file witledit or dscp:

1 Select the interfaces file that contains the most complete, up-to-date
information.

2 Begin adsedit ordscp session in your latest Sybase installation to edit this
interfaces file.

3 Add entries for any Adaptive Servers or Backup Servers that are not listed
in this file.

For details on using these utilities, seelitidities Guide for UNIX Platforms.
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Using a text editor to create a master interfaces file

To construct a single master interfaces file from several individua interfaces
files:

1 Concatenate the individua interfacesfiles.
2 Makeacopy of thefile.
3 Usean ASCII text editor to modify the copy of the concatenated file.

Note When you manually edit an interfaces file, be sure that, for each
entry, each line following the first line begins with a <tab> character.

The following elements must be correct and unique in the resulting file;

e servername- each server entry in the interfaces file must be unique.
During thesrvbuild session, you had the choice of entering a server
name or accepting the default server name, SYBASE, for those
servers. If you accepted the default name, find any duplicate
SYBASE entries in your merged file, and rename them.

* A combination of the host machine’s network name or address and
Adaptive Server’s port or object number.

« If the original interfaces file was created when there was only one
machine on the network, its entries may have the word “loghost” in
place of the machine name (addressodhost is present, replace it
with the machine name.

Configuring interfaces files for multiple networks

On some platforms, Adaptive Server can accommodate multiple networks.
This allows Adaptive Server to listen for clients over multiple network
interfaces. You must add an entry for each network interface to the interfaces
file.

Configuring the server for multiple network handlers
To configure multiple network listeners:

1 Define a unique host name for each network interface in your operating
system’s host database.
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2 Inyour interfaces file, use a text editor to add copies of the “master” line
for your Adaptive Server, one for each additional interface you want the
server to listen on.

3 Include a unique host name on each line to configure a network handler for
each network interface.

4  Port numbers within the interface need not be the same, but they can be.
They fall under the same rules for naming and numeric range as the
primary network interface.

Sample interfaces files for multiple network handlers

The following example shows an interfaces file for an Adaptive Server with
two network interfaces, each connected to a different network. The server host
machine’s network address is 131.214.1.246 on Network 1 and 131.214.1.247
on Network 2.

# PRODUCTI ON server with two network |isteners

PRODUCTI ON<t ab>3<t ab>3<newl i ne>

<tab>master tli tcp /dev/tcp \x0002130a83d601f 60000000000000000
<tab>master tli tcp /dev/tcp \x0002130a83d601f 70000000000000000
<tab>query tli tcp /dev/tcp \x0002130a83d601f 60000000000000000

The following example shows an interfaces file for an Adaptive Server with
two network interfaces, each connected to a different network. The server host
machine is connected to a TCP/IP network, on which it is called
SERV_CORPNET, and a DECnet network, on which it is called
SERV_ENGNET.

# PRODUCTI ON server with two network |isteners
PRODUCTI ON<t ab>3<t ab>3<new i ne>

<tab>nmaster tcp ether SERV_CORPNET 6464

<t ab>naster decnet ether SERV_ENGNET 150
<tab>query tcp ether zeppo 6464

The following example shows an interfaces file for an Adaptive Server with
two network interfaces. The server host machine is known as
SERV_CORPNET on the corporate network and SERV_ENGNET on the
engineering network.

# PRODUCTI ON server with two network listeners
PRODUCTI ON<t ab>3<t ab>3<new i ne>

<tab>master tcp ether SERV_CORPNET 4559
<tab>nmaster tcp ether SERV_ENGNET 5479
<tab>query tcp ether SERV_CORPNET 4559
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Thenext time Adaptive Server isrestarted, it spawnsanetwork handler process
for each master line in the entry that corresponds to the server’'s DSLISTEN
value. Connections made on each interface will be handled equally, as peers.

Configuring the client connections

When an Adaptive Server client scans the interfaces file for a server name, the
client uses the first “query” entry it encounters for the server’s entry. This
makes configuring clients to use multiple network connections less
straightforward than configuring the server ports. You have two choices:

« Use different DSQUERY names for the clients. The interfaces files on all
the machines are the same, but they contain multiple DSQUERY names.

* Use the same DSQUERY name for all clients. The interfaces files on the
different machines contain different network names.

Using one network-independent DSQUERY name

If uniform client DSQUERY naming is important, you can mask the necessary
difference in the network addressing of the clients in the interfaces file. You can
install separate Sybase installation directories and distinct interfaces files on
client file servers on each network to allow users to connect to the correct
network address. Instead of altering the DSQUERY name the clients use, you
maintain one DSQUERY name for all clients, on all networks, and alter each
network’s interfaces file accordingly.

This method assumes that:

* You have complete control over what the Sybase installation clients see on
each network.

e The interfaces file (at the very leastha shared or copied among Sybase
installations on different networks.

The interfaces file would look like the following example on the “engineering”
network:

#PRODUCTI ON server on network?2
PRODUCTI ON<t ab>3<t ab>3<new i ne>
<tab>query tli tcp /dev/tcp \x0002130a83d601f 70000000000000000
<tab>master tli tcp /dev/tcp \x0002130a83d601f 60000000000000000

<tab>master tli tcp /dev/tcp \x0002130a83d601f 70000000000000000#PRODUCTI ON
server network2<new i ne>

PRODUCT| ON<t ab>3<t ab>3<new i ne>
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<t ab>query decnet ether CHI CO 150

<t ab>master tcp ether ZEPPO 6464

<t ab>mast er decnet ether CH CO 150# PRODUCTI ON server network2<new i ne>
PRODUCTI ON<t ab>3<t ab>3<new i ne>

<tab>query tcp ether SERV_ENGNET 5470

<t ab>master tcp ether SERV_CORPNET 4559

<tab>master tcp ether SERV_ENGNET 5479

The “query” line in each file name is different, depending on the network to be

used.

The full “master” entry is present in both files. This is allowed because only
Adaptive Server will use the “master” lines. Assuming that the server host
machine can see both networks (both host names are interchangeable), it does
not matter which interfaces file is used for Adaptive Server start-up.

Using different DSQUERY names
To use different DSQUERY names for each network listener:

1

Choose an additional server name.

You can concatenate the original server name and the network name. For
example, if your server is named PRODUCTION, you could choose the
names PRODUCTION_networkl and PRODUCTION_network2.

Do one of the following:

For PC clients, ussgledit to create multipleql.ini file entries for the
server, one for each network. In the following example, you create
one entry for PRODUCTION_network 1 and one for
PRODUCTION_network2. For more information, see the Open
Client documentation for your client platform.

For UNIX clients, you can edit thaterfaces files with an ASCII text
editor. From the serverigterfaces files, copy the server name line

and the “master” line for each network into the client interfaces file.
Add the appropriate server name for each entry, and change “master”
to “query.”

Clients on each network must use the DSQUERY value that
corresponds to the network the client is on. In the following example,
either PRODUCTION_networkl or PRODUCTION_network2 can
be used.

# Client entry for PRODUCTI ON on networ kil
PRODUCTI ON_net wor k1<t ab>3<t ab>3<new i ne>

<tab>query tli
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# Cient entry for PRODUCTI ON on networ k2

PRODUCTI ON_net wor k2<t ab>3<t ab>3<new i ne>

<tab>query tli tcp /dev/tcp \x0002130a83d601f 70000000000000000#
Client entry for PRODUCTI ON on networkl

PRODUCTI ON_net wor k1<t ab>3<t ab>3<new i ne>

<tab>query tcp ether zeppo 6464

# Cient entry for PRODUCTI ON on networ k2

PRODUCTI ON_net wor k2<t ab>3<t ab>3<new i ne>

<t ab>query decnet ether chico 150# Cient entry for PRODUCTI ON on

net wor k1

PRODUCTI ON_net wor k1<t ab>3<t ab>3<new i ne>
<tab>query tcp ether serv_corpnet 4559
# Cient entry for PRODUCTI ON on networ k2
PRODUCTI ON_net wor k2<t ab>3<t ab>3<new i ne>
<tab>query tcp ether serv_engnet 5479

Configuring for query port backup

Another use for multiple network interfaces is to provide a backup in case of
network failure. If aclient isconnected to aserver viatwo networks, the client
can establish a connection via the second network if the first one goes down.

To configure Adaptive Server for query port backup:

1 Install multiple “master” and “query” lines in a server entry in the
interfaces file.
2 Adaptive Server listens for connections at both ports. Clients looking for

a host name and a port number for a connection to an Adaptive Server will
try the port on each “query” line in order, until they establish a connection.

The following example shows how to configure a backup network that
will be used only if the normal connection fails. The second network is
named “network2”.

# PRODUCTI ON server with two network |isteners
PRODUCT| ON<t ab>3<t ab>3<new i ne>

<t ab>master tli
<t ab>master tli
<tab>query tli
<tab>query tli

tcp /dev/tcp \x0002130a83d601f 60000000000000000

tcp /dev/tcp \x0002130a83d601f 70000000000000000
tcp /dev/tcp \x0002130a83d601f 60000000000000000
tcp /dev/tcp

\ x0002130a83d601f 70000000000000000#PRODUCTI ON server with two network

|isteners

PRODUCTI ON<t ab>3<t ab>3<new i ne>
<tab>query tcp ether ZEPPO 6464
<t ab>query decnet ether CHI CO 150
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Troubleshooting

Server fails to start
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<t ab>master tcp ether ZEPPO 6464
<t ab>mast er decnet ether CHH CO 150# PRODUCTI ON server with two network

|isteners

PRODUCTI ON<t ab>3<t ab>3<new i ne>
<tab>master tcp ether SERV_CORPNET 4559
<tab>master tcp ether SERV_ENGNET 5479
<tab>query tcp ether SERV_CORPNET 4559
<tab>query tcp ether SERV_ENGNET 5479

3

Configure PC-client interfaces files with the appropriate multiple “query”
entries, as described in the Open Client documentation. For client

interfaces files in a homogeneous environment, you can copy the entire
interfaces file entry for the Adaptive Server into the client interfaces file.

A connection on the secondary port occurs only if the corporate network
is disabled, or if the corporate network interface on the host machine fails
or is shut down due to a network-related failure.

This section describes how to correct some common situations that may cause
a server to not start.

If a server fails to start, the port number specified in the interfaces file may be
in use.

O To investigate the port assignment

1

Look in the interfaces file to identify the port number assigned to the
server.

Determine whether another process is using the same port number by
entering:

netstat -a

If the port number is presented as a local address iretitat output, you
cannot use that port for the server. Another process is already using that
port.

To verify that the server port is in use, start the server manually.
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The server will not start if its assigned port number is aready in use.

For information on starting servers manually, see the installation
documentation for your platform and Utility Programs for UNIX
Platforms.

O If astale serverprocess is retaining use of the port number
1 Do oneof thefollowing:
« Use the operating systekii command to terminate the process.

« Use another port number for the servgmodifying the interfaces
file.

2 Start the servananually to confirm that the port number is available.

For information on starting servers manually, see the installation
documentation for your platform andility Programs for UNIX
Platforms.

3 If the server that failed to start was an XP Server, kill the server that you
started manually, then start Adaptive Server.

XP Servershould start automatically.

Error when executing an ESP

If you attempt to execute an ESP (extended stored procedure), you may see the
following error:

00: 00000: 00008: 1997/ 09/ 10 12:52:53.03 kernel XP Server failed to start. Try
bringing up XP Server manually. Check SQL Server docunentation for nore
informati on on how to bring XP Server up.

XP Servercould not start because the port number is in use by another process.
Use the procedures described in the previous section to determine if the port
number specified for XP Server is in use.

If you find no processes using the same port number:
1 Restart Adaptive Server.
2 Execute the ESP that you attempted earlier.

XP Servershould start automatically.
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CHAPTER 5

Customizing Localization for
Adaptive Server

This chapter discusses Sybase localization support for international
installations, including information about configuring languages,
character sets, and sort order. It also includes information for
reconfiguring localization. For more information, see the System
Administration Guide.

Topic Page
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Character-set conversion 59
Sort orders 60
Language modules 66
Localization 67
Changing the localization configuration 71

Overview of localization support

Localization is the process of setting up an applicationtorunina
particular language or country environment, including translated system
messages and correct formats for date, time, and currency. Adaptive
Server supportslocalization for international customersand for customers
with heterogeneous environments.

This support includes:

« Data processing support — Adaptive Server comes with character-set
and sort-order definition files it uses to process the characters used in
different languages.

Sybase provides support for the major languages in:
e Western Europe

e Eastern Europe

* Middle East
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* Latin America
+ Asia
e Translated system messages are available in;
e Brazilian Portuguese
e Chinese (Simplified)
* French
+ German
* Japanese
+ Korean
e Spanish
+ Translated documentation is available in:
e Chinese (Simplified)
* French
« German
* Japanese
* Korean

e Spanish

Language modules

Adaptive Server stores its localized software messages in separate language
modules, each of which includes the following:

¢ Character sets
* Sort orders

* Messages
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Character-set

When you install alanguage module, the installation program loads the
messages, character-set, and sort-order files that support the new language in
the correct locations.

Note The Adaptive Server language modules do not contain error messages

for utilities such asbcp, isq, and defncopy. These error messages are contained

in the Client-Library™ language modules. For information on running these
utilities with a language other than U.S. English or a character set other than
ISO 8859-1, sedltility Programs for UNIX Platforms.

When you install Adaptive Server and Backup Server, system messages in
English are installed by default.

conversion

Backup Server passes messages to Adaptive Server in the client’'s language and
in the Adaptive Server character set. Adaptive Server then converts the
messages and issues them in the client’s language and character set. Keep the
following requirements in mind when selecting a character set:

* Inaheterogeneous environment, Adaptive Server and Backup Server may
need to communicate with clients running on different platforms and using
different character sets. To maintain data integrity, the server converts the
code between the character sets.

* To use the built-in conversion, you need to install the character-set
definition files on the server for all the character sets being used by your
clients. Built-in conversion support is available for many character sets.

« Unilib™ conversion support is available for all character sets supported by
Sybase. To enable Unilib conversion, you mustspseonfigure and turn
enable unicode conversions on. See th&ystem Administration Guide for
more information.

If either Adaptive Server or Backup Server does not support a client’s language
or character set, that server issues a warning message. Errors also occur when
the Backup Server character set is not compatible with the Adaptive Server
character set.

Character-set conversion is supported only between character sets for the same
language or between character sets in the same language group.
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For example, automatic character-set conversion is supported between the
character sets for the Western European languages: ASCII 8, CP 437, CP 850,
CP 860, CP 863, CP 1252, | SO 8859-1, |SO 8859-15, Macintosh Roman and
ROMANS. Similarly, conversion is supported between the character sets for
Japanese: CP 932, EUC-JIS, Shift-JIS, and DEC-Kanji.

However, code conversion is not supported between any of the Western
European language character sets and the Japanese character sets. For more
information about supported conversions, see the System Administration
Guide.

Conversions between server and client

Sort orders

60

If Adaptive Server does not support the client’s language or character set, the
client can connect with the server, but no character conversions will occur.

When a localized client application connects to Adaptive Server, the server
checks to see if it supports the client’s language and character set.

« If Adaptive Server supports the language, it automatically performs all
character-set conversions and displays its messages in the client’s
language and character set.

» If Adaptive Server does not support the language, it uses the user’s default
language or Adaptive Server’s default language.

» If Adaptive Server does not support the character set, it issues a warning
to the client, turns conversion off, and sets the language to U.S. English.

Each character set comes with one or more sort orders (collating sequences),
which are located in the sort-order definition filest(files). These files
accompany the character-set definition files and can be found in the same
directory.
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You can select a sort order for your data according to the needs at your site.
However, keep in mind that the server can support only one sort order at atime,
so select asort order that will work for al of your clients.

Warning! Make all changes to the default character set and sort order for a
new Adaptive Server before creating any user databases or making any
changes to the Sybase-supplied databases. Changing the character set and sort
order after data or data structures have been added to Adaptive Server may
cause incorrect behavior. To change the character set or sort order after you
have added data, see the System Administration Guide.

Available sort orders

The sort order determinesthe collating sequence Adaptive Server usesto order,
compare, and index character data. Each character set comeswith one or more
sort orders.

Sort orders are located in sort order definition files (.srt files) that accompany
your character-set definition files.

Note Available sort orders vary according to the character set installed on
Adaptive Server.

You can see the available sort orders for your character set by looking in the
.srt file for your language. Sort orders are stored in the following path:

$SYBASE/charsets/<charset_name>/* .srt

For more information about localization files, see “Localization directories”
on page 68.

Table 5-1 describes the sort orders that you can specify at installation time or
at a later time using thegjlloc utility.

Table 5-1: Sort orders available in Adaptive Server
Sort order name Description

Binary order Sortsall dataaccording to numeric byte valuesfor that character set. Binary order sorts
al ASCII uppercase letters before lowercase letters. Accented or ideographic
(multibyte) characters sort in their respective standards order, which may be arbitrary.

All character sets have binary order as the default. If binary order does not meet your
needs, you can specify one of the other sort orderseither at installation or at alater time
by using the sqlloc utility.
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Sort order name

Description

Dictionary order
case senditive, accent
sensitive

Case sensitive. Sorts each uppercase letter beforeits lowercase counterpart, including
accented characters. Recognizes the various accented forms of aletter and sorts them
after the associated unaccented | etter.

Dictionary order
case insensitive, accent
sensitive

Case-insensitive dictionary sort order. Uppercase |etters are equivalent to their
lowercase counterparts and are intermingled in sorting results.

Dictionary order
case insensitive
accent insensitive

Case-insensitive dictionary sort order. Diacritical marks are ignored.

Dictionary order
case insensitive with
preference

Case-insensitive dictionary sort order, with case preference for collating purposes. A
word written with uppercase letters is equivalent to the same word written with
lowercase letters.

Uppercase and lowercase | etters are distinguished only when you use an order by
clause. The order by clause sorts uppercase letters before it sorts lowercase.

Note Do not select this sort order unless your installation requires that uppercase

|etters be sorted before lowercase letters in otherwise equivalent strings for order by
clauses. Using this sort order may reduce performance in large tables when the

columns specified in an order by clause match the key of the table’s clustered index.

Alternate dictionary order

case sensitive

Case-sensitive alternate dictionary sort order with lowercase variants sorted before
uppercase.

Use with several of the Western European languages.

Alternate dictionary order

case insensitive
accent insensitive

Case-insensitive and accent-insensitive alternate dictionary sort order.
Use with several of the Western European languages.

Alternate dictionary order

case insensitive
uppercase preference

Case-insensitive alternate dictionary sort order with uppercase preference.
Use with several of the Western European languages.

Usesglloc to display the available sort ordersfor the character setsyou plan to
use.

Gathering information about collation
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The following functions enable you to perform collation operationsin your
applications:

e sortkey — generates binary values that you can use to order query results
based on collation behavior.
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e compare — compares two character strings based on alternate collation
rules.

These functions can be nested and used anywhere that an expression is
allowed, including stored procedures and triggers.

Ordering query results based on collation behavior

Syntax for sortkey

Thesortkey function generates values that can be used to order results based
on collation behavior. This allows you to work with character collation
behaviors beyond the default set of Latin-character-based dictionary sort
orders and case or accent sensitivity. The return valuesibamary datatype
value that contains coded collation information for the input string that is
retained from theortkey function.

For example, you can store the values returnegiigey in a column with the
source character string. When you want to retrieve the character data in the
desired order, thselect statement only needs to includecader by clause on

the columns that contain the results of runrsiokey.

Thesortkey function guarantees that the values it returns for a given set of
collation criteria work for the binary comparisons that are performed on
varbinary datatypes.

The syntax is:

sortkey (char_expression [, {collation_name | collation_ID }])
where:
e char_expression is one of the following:

e Character typechar, varchar, nchar, or nvarchar)

e Character variable, or

e Constant character expression, enclosed in single or double quotation
marks

- collation_nameis a quoted string or a character variable that specifies the
collation to use.

- collation_ID is an integer constant or a variable that specifies the collation
to use.

There are two types of collation tables, built-in and external. You can use either
the collation name or the collation ID to specify a built-in table. You must use
the collation name to specify external tables. Table 5-2 lists the valid values for
collation_name andcollation_ID.
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Table 5-2: Collation names and IDs

Description Collation name Collation ID
Binary sort binary 50
Default Unicode multilingual default 0
CP 850 Alternative: no accent altnoacc 39
CP 850 Alternative: lower casefirst atdict 45
CP 850 Alternative: no case preference altnocsp 46
CP 850 Scandinavian dictionary scandict 47
CP 850 Scandinavian no case preference scannocp 48
GB Pinyin gbpinyin n/a
Latin-1 English, French, German dictionary dict 51
Latin-1 English, French, German no case nocase 52
Latin-1 English, French, German no case preference nocasep 53
Latin-1 English, French, German no accent noaccent 54
Latin-1 Spanish dictionary espdict 55
Latin-1 Spanish no case espnocs 56
Latin-1 Spanish no accent espnoac 57
I SO 8859-5 Cyrillic dictionary cyrdict n/a
I SO 8859-5 Russian dictionary rusdict na
SO 8859-9 Turkish dictionary turdict na
Shift-JIS binary order sjisbin n‘a
Thai dictionary thaidict 1
Rules for using The following rules apply to using the sortkey function:

sortkey
e char_expression must be composed of characters that are encoded in the

server’s default character set.

e char_expression can be an empty string. If it is an empty string:
e sortkey returns a zero-lengtrarbinary value, and
« Adaptive Server stores a blank for the empty string.

An empty string has a different collation value than an NULL string from
a database column.

e If char_expression is NULL, sortkey returns a NULL value.

64



CHAPTER 5 Customizing Localization for Adaptive Server

« If you do not specify a value faollation_name or collation_ID, sortkey
assumes binary collation.

Note sortkey can generate up to 6 bytes of collation information for each input
character. Therefore, the result from usingkey may exceed the 255-byte

length limit of thevarbinary datatype. If this happens, the result is truncated to

fit. Truncation removes result bytes for each input character until the result
string is less than 255 bytes. If this occurs, a warning message is issued, but the
query or transaction that contained sbekey function continues to work.

Comparing strings based on alternate collation rules

Syntax for compare

Thecompare function allows you to directly compare two character strings
based on alternate collation rules.

The syntax is:

conpare (char_expressionl, char_expression2
[, {collation_name | collation_ID])

where:

« char_expressionl is the character expression you want to compare to
char_expression2.

char_expression2 is the character expression against which you want to
comparechar_expressionl.

char_expressionl andchar_expression2 can be one of:
e Character typechar, varchar, nchar, or nvarchar)
e Character variable

e Constant character expression, enclosed in single or double quotation
marks

e collation_name can be a quoted string or a character variable that specifies
the collation to use.

- collation_ID is an integer constant or a variable that specifies the collation
to use.

Thecompare function returns the following values, based on the collation rules
that you chose:

e 1 —indicates thathar_expressionl is greater thaohar_expression2.
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e 0 -indicates thathar_expressionl is equal tachar_expression2.
e -1 -indicates thathar_expressionl is less tharhar_expression2.

Rules for using The following rules apply to using tlvempare function:
compare
e Bothchar_expressionl andchar_expression2 must be characters that are

encoded in the server’s default character set.

e Eitherchar_expressionl or char_expression2, or both, can be empty
strings:

e If char_expression2 is empty, the function returns 1.

« If both strings are empty, then they are equal, and the function returns
a 0 value.

e If char_expressionl is empty, the function returns a -1.

The compare function does not equate empty strings and strings
containing only spaces, as Adaptive Server dmespare uses theortkey
function to generate collation keys for comparison. Therefore, a truly
empty string, a string with one space, or a string with two spaces do not
compare equally.

e If eitherchar_expressionl or char_expression2 is NULL, then the result
will be NULL.

e If you do not specify a value faollation_name, compare assumes binary
collation.

e If you do not specify a value faollation_ID, compare assumes binary
collation.

Language modules

If you want Adaptive Server error messages to be displayed in a language other
than U.S. English (us_english), you must install the appropriate language
module.

When you install a new language module, installation automatically loads the
language, character set and sort order files into the Sybase installation directory
to support the new language. For information about directories, see
“Localization directories” on page 68.
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Installing a new language module

A full install of Adaptive Server installs all the language components
automatically. If you did not select afull install, you need to install additional
language modules manually.

To install a new language module;

1

Message languages

L oad the language modul e software from the distribution media. You must
load this software into the same directory in which you loaded Adaptive
Server.

Reconfigurethelanguage and, if necessary, the character set and sort order
for Adaptive Server. For instructions, see “Changing the localization
configuration” on page 71.

For messages, U.S. English is installed as the default language in Adaptive
Server. The following rules apply to language modules:

Localization

During Adaptive Server installation or reconfiguration, you can specify a
default language other than U.S. English. However, you must have
installed the language module for the language you specify.

If your clients require Adaptive Server messages in a language other than
U.S. English, you must load the language module for those languages.
Then, you can configure Adaptive Server to the language used by your
clients.

If Adaptive Server does not support messages in a client's language, these
clients receive messages in the Server default language.

For example, if your client’'s language is Latin, the Spanish language
module is installed, and Spanish is specified as the Adaptive Server default
language, the client receives messages in Spanish.

By default, the Adaptive Server and Backup Server configurations use the
English locale settings, which include:

Character-set definition files for Western European character sets
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» Sort-order definition files for Western European character sets
e U.S. English system message files

During the installation process or through reconfiguration, you can specify a
different language, character set, and sort order.

Localization directories
Sybase localization configuration involves the following directories:
e locales
e charsets

The table below illustrates the structure of the localization files. It does not
show a complete list of all the files.

charset_name * st files
charsets charset_name... charset.loc
unicode *.uct files
%SYBASEY\
or
$SYBASE/ language _name charset_name
locales language_name... charset_name...
locales.dat
message language_name
language name...

About the locales directory

68

The $SYBASE/locales directory contains a subdirectory for each available
language. Each language subdirectory contains a subdirectory for each
character set available with that language.

+ The.locfiles in these subdirectories enaBldaptive Server or Backup
Server to report errors in a specific language, encoded in a specific
character set.

There are a variety offoc files in each subdirectory. Most of these files
contain translated error messages for a specific product or utility.
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«  Thecommon.loc file in each subdirectory contains localized information,
such as local date, time, and currency formatting, that is used by all
products.

« Thelocales.dat file contains entries that associate platform-specific locale
names with Sybase language and character-set combinations.

About the charsets directory

The files in$SYBASE/charsets/charset_name contain information related to

each particular character set, such as the definition of the character set and any

sort orders available for that character set.

About the locales.dat file

Format of locales.dat
file entries

You can edit théocales.dat file to:
e Change the default language or character set for a platform, or

« Add new associations between platform locale names and Sybase
language and character-set names.

Each entry in théocales.dat file links a platform-specific locale definition to a

Sybase language and character-set combination. Each entry has the following

format:
| ocal e = platform/ocal e, syb_| anguage, syb_charset
where:

« platform locale is the platform-specific keyword for a locale. For
acceptable values, see your operating system documentation.

When the locale being defined is the default for the gliédform locale
is “default”.

e syb languageis the name of the language directory to be used from within
$SYBASE/locales/language_name.

e syb charset is the character-set name that determines the character-set
conversion method and identifies the directory location of the message
files for clients from withirbSYBASE/locales/charset_name.

For example, the following entry specifies that the default locale uses
us_english for the language and iso_1 for the character set:
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How client
applications use
locales.dat

Editing the locales.dat
file

70

locale = default, us_english, iso_1

Client applications use the locales.dat file to identify the language and
character set to use. The connection process follows these steps:

1

When aclient application starts, it checks the operating system locale
setting and then checks the locales.date file to seeif that setting is
appropriatefor Adaptive Server. For example, alocaleentry for French
can look like the following:

locale = fr_FR, french, iso_1

When the client connects to Adaptive Server, the language and character-
set information is passed to Adaptive Server in the login record.

Adaptive Server then uses:

» The character-set information, for example, iso_1, to identify the
client’s character set and verify whether it can convert character data
to this character set

* The language (in the preceding example, French) and character-set
information to see if it has messages in the client’s language

Note Adaptive Server software comes with some locale entries predefined
in thelocales.dat file. If these entries do not meet your needs, you can either
modify them or add new locale entries.

Note Before making any changes, create a backup copy of the original
locales.dat file.

To editlocales.dat:

1
2

Openlocales.dat in an ASCII text editor such asor notepad.
Find the appropriate section for your platform:

¢ Digital UNIX — [axposf]

e HP-UX —[hp ux]

« IBM RS/6000 aix]

e Sun Solaris fsun_svr4]

Make sure the section contains an entry for the langsggdgnguage)

and character-segyp_charset) combination that you want to use. If no
entry exists, create one. If the existing entry is not correct, modify it. Save
the changes and exit the text editor.
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For exampl e if you want your Open Client messages to appear in French,
and Adaptive Server isusing the ROMANS character set, look for the
following entry:

|locale = fr_FR, french, roman8

Note The value for platform locale must match the value required by
your operating system. If the locales definitions in your system
configuration files do not match the Sybase locale definitions, your
applications will not run properly.

Changing the localization configuration

By default, the Adaptive Server and Backup Server configurations use the
English locale settings localization, which include:

* Character-set definition files for Western European character sets
» Sort order definition files for Western European character sets
e us_english system message files

During the installation process and through reconfiguration, you can specify a
different language, character set, and sort order.

For Adaptive Server

Each language uses approximately 2MB of database space per module. If
necessary, use tla#ter database command to increase the size of tister
database before adding another language.

Note If you want to install more than one language on Adaptive Server, and
themaster database is not large enough to manage more than one language, the
transaction log may become too full. You can expanehttster database only

on the master device. For more information, se&gem Administration

Guide.

1 To configure localization for Adaptive Server on the server, sjtot:
$SYBASE/ $SYBASE_ASE/ bi n/ sql | oc
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Select Localize an exiting server.
From the Adaptive Server selection window, select the server.

Supply the user name and password. The user must have “sa” privileges.

a ~r W DN

Supply the following:

e Default language

+ Default character set
+ Default sort order

6 Select any other languages you want to install. You may only select
languages that are supported by the default character set.

The Add and Remove Languages window lists all Sybase supported
languages.

7 The Localization Summary window summarizes the configuration options
you selected. Click OK to confirm your selections.

The Status Output window notifies you upon completing the installation.

For Backup Server

When you install Backup Server, you specify the language and default
character set specified for Adaptive Server. Your system messages appear in
the default language, English.

Configuring Adaptive When you select a Backup Server to configure, Server Config displays the

Server for non-default Configure Backup Server dialog box.
character sets

To configure Adaptive Server with the character set and sort order for your
language:

1 Use theharset utility to load the default character set and sort order:

$SYBASE/ SYBASE_ASE/ bi n/ char set - Usa - Ppassword
- Sserver_name sort_order_file character_set

To usecharset, the server must be running and you must have System
Administrator privileges.

Replacesort_order_file with the name of the sort order file. See Table 5-
3 on page 73. Replacharacter_set with the Sybase name for your
character set. See Table 5-4 on page 75.
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2 Usecharset to load additional character sets. For details, see “Using the
charset utility” on page 76.

If you plan to use the Adaptive Server built-in character-set conversions,
you must load the character-set definition files for all the characters set on
your client platforms. If you are using the Unilib character-set
conversions, you do not need to do this.

3 Usingisql, log in to your server as “sa” and select the master database.

1> use master
2> go

4  Configure your server for the new character set and sort order:
1> sp_configure “default sort_order_id",
2> sort_order_id," character_set’
3>go

Replace sort_order_id with the ID for your sort order. See Table 5-3 on
page 73. Replace character_set with the Sybase name for your character
set. See Table 5-4 on page 75.

5  Shut down the server to start the reconfiguration process.

6 Useyour normal process on your UNIX system to reboot the server,
usually by invoking one of the RUN_xxx scripts from
$SYBASE/$SYBASE_ASE/install.

7 Theserver boots, rebuildsall the system indexes, then shuts down. Reboot
asecond time to bring the server up in a stable state.

Sort orders

Table 5-3 describes the available sort orders. If your language does not appear,
then there is no language-specific sort order for your language—use a binary
sort order.

Table 5-3: Available sort orders

Language or script Sort orders File name ID
All languages Binary order binary.srt 50
Cyrillic Dictionary order, case sensitive, accent sensitive cyrdict.srt 63

Dictionary order, case sensitive, accent sensitive cyrnocs.srt 64
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Language or script Sort orders File name ID
English Dictionary order, case sensitive, accent sensitive dictiona.srt 51
French Dictionary order, case insensitive, accent sensitive nocase.srt 52
?Tet:;nsgnsort orderswork with all Dictionary order, case sensitive, accent sensitive, with | nocasepr.srt | 53
Western European character sets.) pr.efc_erence . — . —
Dictionary order, case insensitive, accent insensitive noaccent.srt | 54
English Alternate dictionary order, case sensitive altdict.srt 45
French Alternate dictionary order, case sensitive, accent altnoacc.srt | 39
German | insensitive
gﬁg;%ion orderswork only with Alternate dictionary order, case sensitive, with altnocsp.srt 46
preference
Greek Dictionary order, case sensitive, accent sensitive dldict.srt 65
(This sort order works only with
1SO 8859-7.)
Hungarian Dictionary order, case sensitive, accent sensitive hundict.srt 69
(These sort orderswork only with | pjctionary order, case insensitive, accent sensitive hunnoac.srt | 70
1S0 8859-2) Dictionary order, case insensitive, accent insensitive hunnocs.srt 71
Russian Dictionary order, case sensitive, accent sensitive rusdict.srt 58
(This sort order works with all Dictionary order, case insensitive, accent sensitive rusnocssrt | 59
Cyrillic character sets except CP
855.)
Scandinavian Dictionary order, case sensitive, accent sensitive scandict.srt 47
(These sort orderswork only with [ pjctionary order, case insensitive, with preference scannocp.srt | 48
CP850.)
Spanish Dictionary order, case sensitive, accent sensitive espdict.srt 55
Dictionary order, case insensitive, accent sensitive espnocs.srt 56
Dictionary order, case insensitive, accent insensitive espnoac.srt 57
Thai Dictionary order dictionary.srt | 51
Turkish Dictionary order, case sensitive, accent sensitive turdict.srt 72
(These sort orderswork only with [ Djctionary order, case insensitive, accent insensitive turnoac.srt | 73
1S0 8859-9.) Dictionary order, case insensitive, accent sensitive turnocs.srt 74

Character sets

Table 5-4 lists the supported character sets and their Sybase name.
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Table 5-4: Sybase character-set names

Character sets Sybase name
ASCII 8 acsii_8
Big5 bigs

CP 437 cp437
CP 850 cp850
CP 852 cp852
CP 855 cp855
CP 857 cp857
CP 860 cp860
CP 863 cp863
CP 864 cp864
CP 866 cp866
CP 869 cp869
CP 874 cp874
CP932 cp932
CP 936 cp936
CP 950 €p950
CP 1250 cp1250
CP 1251 cpl251
CP 1252 cpl252
CP 1253 cpl253
CP 1254 cpl254
CP 1255 cpl255
CP 1256 cpl256
CP 1257 cpl257
CP 1258 cpl258
DEC Kanji deckanyji
EUC-CNS euccns
EUC-GB eucgb
EUC-JS eucjis
EUC-KSC eucksc
GREEKS8 greek8
ISO 8859-1 iso_1
SO 8859-2 15088592
ISO 8859-5 15088595
ISO 8859-6 15088596
SO 8859-7 is088597
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Character sets Sybase name
SO 8859-8 15088598
SO 8859-9 15088599
ISO 8859-15 10885915
Koi8 koi8
Macintosh Cyrillic mac_cyr
Macintosh Central European mac_ee
Macintosh Greek macgrk2
Macintosh Roman mac
Macintosh Turkish macturk
ROMANS roman8
Shift-JIS Sis
TIS620 tis620
TURKISHS8 turkish8
UTF-8 utf8

Using the charset utility

Use the charset utility to load character sets and sort orders into Adaptive
Server. Use charset to load the default character set and sort order at

Syntax

Usage

Keywords and options

installation time only.

To change the default character set and sort order of Adaptive Server, see the

System Administration Guide.

charset [ sort order_file |

char set
[ -U username ]
[ -P password ]
[ -S server ]

[ -1 interfaces ]
[ -v version ]

[ sort_order_file |
[ charset _directory ]

charset.| oc] charset directory

charset.loc ]

Table 5-5: Keywords and options for charsets

Description

-U

If you are not already logged in to your operating system as “sa”, you must

specify “-Usa” or “/username = sa” in the command line.
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Specifies the “sa” password on the command line. If not specified, the user is
prompted for the “sa” password.
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Keywords and options

Description

-S

Specifies the name of the server. If not specified, charset uses the DSQUERY
environment variable to identify the server name. If DSQUERY is not set,
charset attempts to connect to a server named “SYBASE.”

Specifies the interfaces file to use. If not specifitdiset uses the interfaces file
in the SYBASE directory.

-V

Prints the Sybase version string, then exits. Do not use with other options.

sort_order_file | charset.loc

Whencharset is used to load the default character set and sort order,
sort_order_fileis a mandatory parameter specifying the name of the sort order
file to be used by Adaptive Server. When loading additional character sets, use
charset.loc to indicate the name of the character-set files.

charset_directory

Specifies the directory of the character set to be used by Adaptive Server.
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CHAPTER 6 Licensing Adaptive Server
Features

This chapter describes how to add new licenses to existing servers using
Sybase Software Asset Management (SySAM).

Topic Page
What is SySAM? 79
Setting up Adaptive Server with SySAM 83
Adding licences for new features after installation 86
Starting Adaptive Server with optional features 87
Troubleshooting SySAM 88

What is SySAM?

SySAM isalicensing mechanism that:

* Provides System Administrators the ability to monitor their site’s use
of Sybase products and optional features, and

e Grants access to select Sybase products and features.

Adaptive Server 12.0 uses SySAM to license optional features.

Adaptive Server features licensed through SySAM
Table 6-1 describes the Adaptive Server features that are licensed using

SySAM.
Table 6-1: Licensed Adaptive Server features
Feature name License name | Description
Adaptive Server ASE_SERVER The basic Adaptive Server Enterprise product, without optional
features.
High Availability ASE_HA Adaptive Server failover capabilities for high availability
environments.
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Feature name License name | Description

Distributed Transaction | ASE DTM Distributed transaction management features, including the
Management Adaptive Server version 12.0 XA interface.

Javain Adaptive Server | ASE_JAVA Javaand XML classes in Adaptive Server databases.
Advanced Security ASE_ASM Network-based authentication and encryption using DCE and
Mechanisms CyberSafe.

How does SySAM work?

SySAM “checks out” licensed features to users, and checks them back in when
they are no longer needed. The basic components of SySAM are:

e One or more Adaptive Server products with SySAM support
* One or more license files

« Asset management software, which consists of a license management
daemon and a Sybase daemon

Adaptive Server check-out procedure

When you boot Adaptive Server 12.0, it looks for a license file named
$SYBASE/$SYBASE SYSAM/licenses/license.dat. If the file does not exist,
Adaptive Server looks for the file specified in the environment variable
LM_LICENSE_FILE.

The license file contains a pointer to the SySAM software, or to a remote
machine on which SySAM is running. SySAM consists of two daemons—the
license management daembngrd, and the SYBASE daemon—and utilities

to manage licensing activitidsutil. The daemons handle requests to check in
or check out licensed features, as shown in Figure 6-1.
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Figure 6-1: SyYSAM components

Imgrd

SYBASE

Adaptive Server _ LM_LICENSE_FILE
with SySAM

License File

Using information in the licensefile, Adaptive Server connectsto SySAM and
attempts to check out alicense for the basic Adaptive Server product,
ASE_SERVER. If the ASE_SERVER licenseis checked out successfully,
Adaptive Server continues to boot and attempts to check out any optional
features enabled in server_name.cfg.

If Adaptive Server is configured to use optional features, such as distributed
transaction management or high availability, it attempts to check out licenses
for those features during the boot-up process. If alicenseis unavailable for an
optional feature, Adaptive Server till starts, but the feature cannot be used.

Types of SySAM systems

You can arrange the basic components of SySAM for asingle standalone
Adaptive Server, or for acollection of servers on a network.

Standalone system

In standalone systems, SySAM components reside on the same computer that
runs Adaptive Server. Standalone SySAM systems can license either Adaptive
Server aone or Adaptive Server with optional features.
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Standalone system
with no optional
features

Standalone system
with optional features

Network system
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In a standal one installation where no optional Adaptive Server features are
used, you do not need to run the asset management software. See Figure 6-2.
In this system, the license file contains al license information for
ASE_SERVER. Adaptive Server obtains the basic license from the local
license file and does not attempt to contact the license daemon software. No
optional features can be used in this configuration.

Figure 6-2: Standalone system without optional features

. “Check out”
ASE_SERVER Only —
-
AdaptiveServer< LM_LICENSE_FILE
with SySAM License File

In a standal one system where you have licensed optional Adaptive Server
features, all of the SySAM components shown in Figure 6-1 on page 81 reside
on a single machine. The license file points directly to the asset management
software, which runs on the same machine as Adaptive Server.

In anetwork system, asingle machine called the primary network node runs
SySAM. The software on the primary network node handles check in/check
out requests from all other Adaptive Server instances in the system, as shown
in Figure 6-3.
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Figure 6-3: Network system

Primary Network Node

Adaptive Server > |SYBASE |

with SySAM

License
Files

Adaptive Server
with SySAM

License

Adaptive Server File Adaptive Server
with SySAM with SySAM

License
File

In anetwork system, the license files for remote Adaptive Server installations
contain only pointers to the primary network node. Servers check out
individual licenses using the license files and asset management software that
reside on the primary network node.

Setting up Adaptive Server with SySAM

The steps required to enable SySAM to track the functionality of Adaptive
Server depend on the type of asset management system you want to use and on
the Adaptive Server features you have purchased. Table 6-2 guides you
through the setup process.

Table 6-2: Steps for setting up Adaptive Server for use with SySAM

If you want to use: And you have purchased: See:
Standalone » Adaptive Server basic product, but Enabling SySAM software
asset management « No additional licensed features
» Adaptive Server basic product, and Enabling SySAM software and
« One or more licensed Adaptive Server features Starting SySAM
Network » Adaptive Server basic product, with or without | Enabling SySAM software and

asset management

additional, licensed features Starting SySAM

83



Setting up Adaptive Server with SySAM

Enabling SySAM software

Starting SySAM

SySAM isinstalled with Adaptive Server.

If you licensed the Sybase Adaptive Server and other registered components
when you installed them, SySAM is already enabled.

You must manually enable SySAM if:

e You did not register licensed products during Adaptive Server installation,
or

e You add additional licensed products after Adaptive Server is installed.

If you are using a networked software asset management system, you must run
the software on the primary network node before installing additional servers.

If you did not use SySAM to license Sybase server products during the unload
process, use one of the following methods to start the asset management
software manually:

« Use the UNIX command:

$SYBASE/ $SYBASE_SYSAM bi n/ 1 mgrd -c $LM LI CENSE_FI LE &

Verifying that SySAM
is running

¢ Run thestartd.sh script in the3SYBASE/$SYBASE_SYSAM/bin directory.

When thdmgrd daemon starts, it automatically starts upIMBASE daemon.

To verify that the license management software is running on the system, enter:
$SYBASE/ SYSAM1_0O/bin/lmutil Inmstat -c

Make sure that botimgrd andSYBASE are running before you continue the
installation or start Adaptive Server.

Adding servers in a network asset management system
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To prepare for installing additional Adaptive Servers with SySAM in a network
asset management system:

1 Make sure you have installed Adaptive Server and the asset management
software on the primary network node. See Chapter 3, “Unloading Server
Products from Distribution Media” in the installation guide for your
platform.
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2 Make sure that the asset management software is running on the primary
network node. See “Starting SySAM” on page 84.

3 Make sure you have the printed Sybase License Certificates that contain
your Adaptive Server and options key information.

4  Collect the following information:
e The host name of the primary network node
e Anunused port number on the primary network server node

e The remote directory of the network server node on which the asset
management software has been installed

Install the additional servers as instructed in the Adaptive Server installation
documentation.

Adding a license for an existing server

If you did not license Adaptive Server at the time of installation, you can add
a license for it.

To add a license for a basic Adaptive Server installation:

1 Make sure thémgrd and Sybase daemons are running:
$SYBASE/ $SYBASE_SYSAM bin/ I mutil Inmstat -c

2 If the license daemon is not running, stagrd:

I mgrd -c $SYBASE/ $SYBASE_SYSAM | i cense. dat \
-1 $SYBASE$SYBASE SYSAM | og/ | ngrd. | og&

3  Runimgr:
$SYBASE/ SYSAM1_0/ bin/ 1 ngrd
4 Provide the license information:
e Order Number
* Feature Name
* Feature Count
*  Software Version

+ Authorization Code
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5 After thelicense has been added, run the license management utility Imutil
Imreread in the $SYBASE/SYSAM-1_0/bin directory:

Imutil | nreread

The new license is appended to the licensefile.

Adding licences for new features after installation

After completing theinitial installation of Adaptive Server, if you install
additional components that require licenses, you need to update the license
information.

To add additional licenses:

1 Log onto the primary network node (server) that hosts the SySAM
services.

2 Make sure the Imgrd and Sybase daemons are running:
$SYBASE/ $SYBASE_SYSAM bin/ I mutil Instat -c
3 If thelicense daemon is not running, manually start Imgrd:

$SYBASE/ $SYBASE_SYSAM bi n/ I ngrd -c $SYBASE/ $SYSAM | i censes/ | i cense. dat
\-1 $SYBASE/ $SYSAM | ngrd. | 0g&

4 Launch the license manager:
$SYBASE/ SYSAM 1_0/ bi n/ | ngr

5 When prompted: “Do you have Sybase Software Asset Management
Certificates to register?” click Yes.

6 The SySAM License Manager screen prompts you for;

*  Order Number

* Feature Name

* Feature Count

» Software Version

* Authorization Code

Click More until you have entered all licenses. Click Done.
7 Do the following:

a Verify that SySAM is running:
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$SYBASE/ $SYBASE_SYSAM bi n/ I nmutil Inmstat -c
b Shut down the server to which you are adding the new license.

8 Run the license management utility Imutil Imreread from the
$SYBASE/$SSYSAM/bin/ directory.

$SYBASE/ $SYBASE_SYSAM bin/ I nmutil | nreread

The new license is appended to the end of the license.dat file.

Starting Adaptive Server with optional features

When you start Adaptive Server, it automatically triesto check out alicensefor
itself (ASE_SERVER) and alicense for each enabled optional feature.

You enable or disable optional features by using sp_configure. Table 6-3 lists
the configuration parameters used to enable optional features.

Table 6-3: Configuration parameters for optional features

Feature License name | Configuration parameters

High Availahility ASE HA enable HA

Distributed Transaction Management ASE_DTM enable xact coordination
enable DTM

Note You must enable both xact
coordination and DTM to use coordination

services.
Javain Adaptive Server ASE_JAVA enable java
Advanced Security Mechanisms ASE_ASM use security services

(Thisfeature is only available on Sun Solaris.)

By default, the configuration parameters for optional features are set to 0 (off).
To enable an optional feature, use sp_configure to set its configuration
parameter to 1, and reboot Adaptive Server. During the boot sequence,
Adaptive Server attempts to check out licenses for all enabled features.

For information about configuring Adaptive Server asacompanion server in a
high availability system, see Using Sybase Failover in a High Availability
System.
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For information about configuring Adaptive Server with distributed
transaction management, see Using Adaptive Server Distributed Transaction
Management Features.

For information about configuring the other optional features, see Chapter 7,
“Adding Optional Functionality to Adaptive Server”.

Troubleshooting SySAM

When you boot Adaptive Server, problems acquiring licenses or contacting the
asset management software appear in the Adaptive Server error log file,
$SYBASE/$SYBASE ASE/$SYBASE_SYSAM/log/imgrd.log.

Table 6-4 describes the SySAM error messages and suggests ways to correct
common problems.

Table 6-4: SySAM error messages

Message

Description

Action

Use license file filename.

This message identifies
thelicensefile that
Adaptive Server uses.

Thisisanormal start-up message; no action is
required.

Feature feature_nameis not
licensed.

Thereisno license
available for the
specified optional
feature.

You must purchase and install avalid license for
the feature before it can be used. For information,
see the installation guide for your platform.

There is no valid license for ASE
server product. Server is booting
with all the optional features
disabled.

Adaptive Server cannot
find avalid licensefile,
or it cannot contact the
asset management

softwareto check out an
ASE_SERVER license.

When Adaptive Server cannot check out an
ASE_SERVER license, the server boots but does
not enable any optional features.

If you have purchased an ASE_SERVER license,
make sure it has been installed. Also, make sure
the license file exists and has been defined in
LM_LICENSE_FILE.

License manager initialization
fails.

The asset management
software did not
initialize.

See “Starting SySAM” on page 84.

Feature feature_nameis over
drafted N times.
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All licenses for the
specified feature have
already been checked
out by other servers.

Adaptive Server enables the optional feature,
even though all available licenses have been used
by other servers. Contact your authorized Sybase
reseller to purchase an additional license for the
feature.
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Message

Description

Action

Warning: ASE_DTM does not
have a valid license and therefore
is not initialized.

Warning: ASE_HA does not have
avalid license and therefore is not
initialized.

Warning: there is no valid license
for ASE_ASM and therefore
feature ASM is not initialized.
Warning: there is no valid license
for ASE_JAVA and therefore
feature JAVA is not initialized.

Thereisno license
available for the
configured feature.

Authorization code input error

When you purchase licenses for Adaptive Server optional features, you are
issued a Sybase Software Asset Management Certificate that includes the
following information for each product:

e Order number

. Feature name

e Feature count

* Software version

* Authorization code

e Product description

Adaptive Server does not enable the optional
feature until it can obtain avalid license. Purchase
and install alicense for the feature. Contact your
authorized Sybase resdller.

SySAM builds the license filéicense.dat, from this information. It appends
new licenses to the end of the file.

The authorization code is case sensitive. If you make a mistake while entering
the authorization code, correct it by accessing the license file with an ASCII

text editor, making the necessary changes, and saving the file. The file is
located inSSYBASE/$SYBASE SYSAM/licenses/license.dat.

Warning! Tampering with any portion of the license file other than the
authorization code invalidates the license.

The format of a license file entry is:
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I NCREMENT ASE_FEATURE SYBASE nn.n license_type nnnn
nnnnnnnnnnnn SN=nnnnn OVERDRAFT=nnnnn ck=nnnnn

where:

ASE_FEATURE is the feature license name, such as ASE_SERVER,
ASE_JAVA, etc.

nn.n is the version number.

license_type is the type of license, such as PERMANENT.

nnnn is the feature count.

nnnnnNnnnnnnn is the authorization code.

SN=nnnnn is the order number.

OVERDRAFT=nnnn is the maximum licenses that can be checked out.

ck=nnnnn is the number of licenses checked out.

Here is a sample license file:

SERVER server1l ANY 4100

VENDOR SYBASE
$SYBASE/ $SYBASE_SYSAM bi n/ SYBASEUSE _SERVER

I NCREMENT ASE_SERVER SYBASE 12. 0 PERVANENT 1000
123456789123 SN=10001 OVERDRAFT=10000 ck=0

I NCREMENT ASE_JAVA SYBASE 12. 0 PERVANENT 1000
123456789123 SN=10001 OVERDRAFT=10000 ck=0

| NCREMENT ASE DTM SYBASE 12. 0 PERMANENT 1000
123456789123 SN=10001 OVERDRAFT=10000 ck=0

I NCREMENT ASE_HA SYBASE 12. 0 PERVANENT 1000
123456789123 SN=10001 OVERDRAFT=10000 ck=0



CHAPTER 7 Adding Optional Functionality to
Adaptive Server

This chapter provides instructions for adding the following optional
functionality for Adaptive Server:

e Sample databases — you can use French, German, Japanese, and U.S.
English databases to practice most examples given in the
Transact-SQL User’s Guide

e Auditing — you can detect access of the system and misuse of
resources by using auditing to track security-related system activity
in an audit trail.

After you have installed the Sybase products on your system, see the
product documentation for configuration and administration issues.

Topic Page
Adding sample databases 91
Adding auditing 96

Adding sample databases

This section describes how to install the U.S. English and international
language sample databases. For installation instructions specific to each
sample database, see:

e ‘“Installing pubs2 and pubs3” on page 92
« ‘“Installing interpubs” on page 94

e ‘“Installing jpubs” on page 95

91



Adding sample databases

Installing pubs2 and pubs3

The sample databases pubs2 and pubs3 contain information about afictional
business. You can use thisinformation to learn about Adaptive Server without
affecting essential data.

Table 7-1 lists the scripts that you can use to install the sample databases.
Table 7-1: Sample database scripts

Script Description

installpubs2 Installs the pubs2 sample database.

pubs2 contains data that represents a publishing operation. Use this database to test your server
connections and to learn Transact-SQL. Most of the examplesin the Adaptive Server
documentation query the pubs2 database.

installpubs3 Installs the pubs3 sample database.

This updated version of pubs2 uses referential integrity. In addition, itstables are slightly different
than the tables used in pubs2. Where noted, the Adaptive Server documentation uses the pubs3
database in its examples.

installpix2 Installs the image data that is used with the pubs2 database.

Note The master device size should be at least 30MB toinstall the full pubs2 database, including
the image data. Run the installpix2 script after you run installpubs2.

Default devices for The $SYBASE/scripts directory contains scripts for installing the us_english
sample databases sample database, foreign language sample databases, and the image data
associated with the U.S. English pubs2 sample database.

Each sample database requires 3SMB on your database device. By default, the
sample database installation scripts install the sample databases on the device
that is designated as the default database device, which is the master device.

If you have not used sp_diskdefault to change the status of the master device or
to specify another default device, the scriptsinstall the sample databases on the
master device. Sybase does not recommend this becauseit uses val uable space
that is needed for system tables.

To avoid installing sample databases on the master device, do one of the
following:

¢ Usesp_diskdefault to specify a default device other than the master
device. For information osp_diskdefault, see theddaptive Server
Reference Manual .

¢ Modify each sample database installation script to specify a different
device.
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Running the database
scripts

To run the installpubs2, installpix2, and installpubs3 scripts:

1
2

Start Adaptive Server.

Determine the type (raw partition, logical volume, operating system file,
and so on) and location of the device for pubs2 and pubs3. You will need
to provide thisinformation later.

Make a copy of the original installpubs2 and installpubs3 scripts. Be sure
you can access the copies in case you have problems with the edited
scripts.

Use atext editor to edit the script, if necessary, to specify adefault device
other than the master device, or use sp_diskdefault.

Go to the scripts directory in your Sybase installation directory
(SSYBASE/$SYBASE_ASE), and usethefollowing syntax to run the script:

isql -Usa -P -Sserver_nane -iscript_nane

where server_name represents the destination server for the database and
script_name isthe full path to and file name of the script to run.

For example, to install pubs2 on a server named VIOLIN, enter:

isql -Usa -P -SVIQLIN
-1 $SYBASE/ $SYBASE_ASE/ scri pts/install pubs2

To install theimage data associated with pubs2, run:

i sql -Usa -Ppassword - Sservernanel
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Installing interpubs

94

<$SYBASE/ ASE- 12_0/ scri pts/install pix2

Note Theimage data requires extra space—there are six pictures; two
each in the PICT, TIFF, and Sun raster file formats. Run the images script
only if you want to use or test threage datatype. Sybase does not supply
any tools for displayingmage data. You must use appropriate screen
graphics tools to display the images after you have extracted them from the
database.

interpubs is a database similar pobs2 that contains French and German data.
This data contains 8-hit characters and is available for use at Adaptive Server
installations that use the ISO 8859-1 (iso_1) or Roman8 (for HP-UX) character
set. To display the French and German data correctly, you must set up your
terminal to display 8-bit characters.

To installinterpubs:

1

Verify that iso_1 or Roman8 is installed as the default character set or as
an additional character set.

Determine the type (raw partition, logical volume, operating system file,
and so on) and location of the device foritherpubs database. You will
need to provide this information later.

Make a copy of the originaistallintpubs script. Be sure you can access
this copy, in case you experience problems with the edited script.

Use a text editor to edit the script, if necessary, to specify a default device
other than the master device, or gpediskdefault.

Execute the script, using theflag to ensure that the database is installed
with the correct character set:

For HP:

isql -Usa -Ppassword -Sservernanme -Jronman8 \
<$SYBASE/ $SYBASE_ASE/ scri pt s/ roman8/i nstal | i nt pubs

For Digital UNIX, IBM, and Sun Solaris:

isql -Usa -Ppassword -Sservernane -Jiso_1 \
<$SYBASE/ $SYBASE_ASE/ scripts/iso_1/installintpubs
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Installing jpubs

For more information on the -J option inisgl, see the Utility Programs for
UNIX Platforms.

If you installed the Japanese L anguage Module with your Adaptive Server,
$SYBASE/scripts contains the installjpubs script for installing the jpubs
database. jpubs issimilar to pubs2 except it contains Japanese data. installjpubs
uses either the EUC-JI'S (eucjis) or the Shift-JIS (5jis) character set.

To ensure that your system can display Japanese data correctly:

On HP-UX, verify that you are running HP Native Language I/O .

On Sun Solaris, verify that you are running SunJLE.

To install theipubs database:

1
2

Set your terminal to display 8-bit characters.

Verify that the EUC-JIS or Shift-JIS character set (depending on which
characters you want fgpubs) is installed as Adaptive Server's default
character set or as an additional character set.

Determine the type (raw partition, logical volume, operating system file,
and so on) and location of the device forjthés database. You will need
to provide this information later.

Make a copy of the originalstalljpubs script. Be sure that you can access
this copy, in case you experience problems with the edited script.

Use a text editor to edit the script, if necessary, to specify a default device
other than the master device, or gpediskdefault. See “Default devices
for sample databases” on page 92.

Execute thénstalljpubs script, using thel flag to ensure that the database
is installed with the correct character set:

isql -Usa -Ppassword - Sservernane -Jeucjis \
< $SYBASE/ $SYBASE_ASE/ scri pts/eucjis/installjpubs

or:

isql -Usa -Ppassword -Sservernane -Jsjis \
< $SYBASE/ $SYBASE_ASE/ scri pts/sjis/installjpubs
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For more information about the -J option in isql, see Utility Programs for
UNIX Platforms.

Note Since you may want to refresh or make new copies of the sample
databases, back up the original and edited versions of the installation
scripts and store the copiesin a safe place.

Maintaining the sample databases

The sample databases contain a “guest” user that allows access to the database
by any authorized Adaptive Server user. The “guest” user has a wide range of
privileges, including permissions to select, insert, update, and delete user
tables. For more information about the “guest” user and “guest” permissions,
see theSystem Administration Guide.

If possible, and if space allows, give each new user a clean copy of the sample
databases so that she or he is not confused by other users’ changes.

If space is a problem, you can instruct the user to issugfiretransaction
command before updating a sample database. After the user has finished
updating one of the sample databases, he or she can isslbdhie
transaction command to undo the changes.

Adding auditing
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Auditing is an important part of security in a database management system.
Security-related system activity is recorded in an audit trail, which can be used
to detect penetration of the system and misuse of resources. By examining the
audit trail, the System Security Officer can inspect patterns of access to objects
in databases and can monitor the activity of specific users. Audit records can
be traced to specific users, enabling the audit system to act as a deterrent to
users who are attempting to misuse the system.

A System Security Officer manages the audit system and is the only user who
can start and stop auditing, set up auditing options, and process audit data.



CHAPTER 7 Adding Optional Functionality to Adaptive Server

Audit system devices and databases

The sybsecurity
device and database

Tables and devices for
the audit trail

Device for syslogs
systems table

The audit system includes several components. The main components are;

» The sybsecurity device and thgbsecurity database, which stores audit
information

e The audit trail, which is composed of several audit devices and tables that
you determine at configuration time

e The syslogs transaction log device, which stores transaction logs

The sybsecurity device stores tydsecurity database. Theybsecurity

database is created as part of the auditing configuration process. It contains all
the system tables in tmeodel database as well as a system table for keeping
track of server-wide auditing options and system tables for the audit trail.

Adaptive Server stores the audit trail in system tables, napsaddits 01
throughsysaudits_08. For example, if you have two audit tables, they are
namedbsysaudits_01 andsysaudits_02. At any given time, onlgne of the audit
tables iccurrent. Adaptive Server writes all audit data to the current audit table.
A System Security Officer can usg_configure to set or change which audit
table is current.

When you configure Adaptive Server for auditing, you determine the number
of audit tables for your installation. You can specify up to eight system tables
(sysaudits_01 throughsysaudits_08). Plan to use at least two or three system
tables for the audit trail and to put each system table on its own device, separate
from the master device. If you do this, you can use a threshold procedure that
archives the current audit table automatically, before it fills up and switches to
a new, empty table for subsequent audit records.

When you configure for auditing, you must specify a separate device for the
syslogs system table, which contains the transaction log.sybiegs table,

which exists in every database, contains a log of transactions that are executed
in the database.

Overview of audit installation

There are two methods for installing auditing for the first time in Adaptive
Server:

*  Use thenstallsecurity script. For information, see ti8ystem
Administration Guide.
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Use theauditinit utility. Tasks that you must perform before installing
auditing and instructions on using taditinit utility follow.

Pre-installation tasks

Determine the location of the raw devices fordfiesecurity, syslogs, and
sysaudits table devices. You will need to provide this information later.

Sybase recommends that you:

Installing auditing
To configure Adaptive Server for auditing:

98

1

Configure your system with the minimum number of auditing devices you
require—you must configure at least three devices. You can add more
auditing devices later witkp_addaudittable. For information, see the
Adaptive Server Reference Manual.

Install auditing tables and devices in a one-to-one ratio. Tables that share
the same device will share the same upper threshold limit. These tables
cannot be used sequentially when a device fills up, because they both
reside on the same device.

Install each auditing table on its own device. This enables you to set up a
smoothly running auditing system with no loss of auditing records. With
two auditing tables, when one fills up, you can switch to the other. With a
third auditing table, if one device fails, the System Security Officer can
install a new threshold procedure that changes the device rotation to skip
the broken device until the device is repaired.

Make the device larger than the table. When you use only three auditing
tables and devices, the size of the table and the size of the device can be
similar, because you can obtain more auditing capacity by adding more
auditing tables and devices (up to eight). When you are working toward
the upper table and device limit (six to eight), you may want to make the
device considerably larger than the table. Then, you can expand the table
size later towards the upper size of the device when a larger auditing
capacity is desired, and few or no device additions are available.

Log in to your machine using your Sybase System Administrator (“sa”)
user account.
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2 Start auditinit at the UNIX prompt:
$SYBASE/ $SYBASE _ASE/instal |l /auditinit
auditinit displays the following menu:

AUDI TINI'T
1. Release directory: /[usr/ul/sybase
2. Configure a Server product

Select Configure a Server Product.

Select Adaptive Server.

Select Configure an Existing Sybase Server.
Select the server to configure.

Provide the SA Password for the server you selected.

o N o 0o b~ W

From the Sybase Server Configuration screen, select Configure Auditing.

Asyou proceed through the menusin auditinit, you can change any default
values that appear. As you finish each menu, press CTRL+A to accept the
defaults or changed values and move to the next menu.

CONFI GURE AUDI Tl NG

akwhE

Configure auditing: no

Add a device for audit table(s)

Add a device for the audit database transaction |og
Del ete a device entry

Change a device entry

Li st of devices for the audit tables:

Logi cal nane

Physi cal nane Segnent nanme Tabl e nane Si ze

Device for the audit datbase transaction |og:

Logi cal nane

Creating a device for
an audit table

Physi cal nane Segment namne Tabl e name Si ze

9 From the Configure Auditing screen, select Configure Auditing.

auditinit redisplays the Configure Auditing menu with the value “yes”
displayed for Configure Auditing.

To create a device for an audit table:

1 From the Configure Auditing screen, select Add a Device for Audit
Table(s).

auditinit displays the following menu:
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ADD/ CHANGE A NEW DEVI CE FOR AUDI TI NG
1. sybsecurity physical device nane:
2. Logical nane of the device:

3. Size of the device (Meg):

4. Device size for auditing:

Select Sybsecurity Physical Device Name.

Enter the full path of the physical device (raw partition) that you located
in “Pre-installation tasks” on page 98.

Enter the physical name of the device to use for the
audit database (default is “ ):
/dev/ path_to_partition

where path_to_partition is the path to the raw partition for the device.

If you specify an operating system file, the following warning appears:

WARNING: '/secretl/sybase_dr/install/audl.dat'isa
regular file which is not recommended for a Server
device.

Press Return to acknowledge the warning.

auditinit redisplays the Add/Change a New Device for Auditing menu,
which displays the physical name of the device:

ADD/CHANGE A NEW DEVICE FOR AUDITING
1. sybsecurity physical device

name: /secretl/sybase_dr/install/audl.dat

2. Logical name of the device:

3. Size of the device:

4. Device size for auditing:

Proceed through the remaining items on this menu.

Note The Size of the Device value must be equal to or greater than the
Device Size for Auditing value. The Device Size for Auditing must be
equal to the device size. If you are following Sybase auditing guidelines,
you do not need to change the value displayed in Device Size for Auditing.

Press CTRL+A to accept the settings. auditinit returns to the Configure
Auditing menu and displays the device you have created.

CONFIGURE AUDITING

1. Configure auditing:

yes

2. Add a device for audit table(s)
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3. Add a device for the audit database transaction | og
4. Delete a device entry
5 Change a device entry

Li st of devices for the audit tables:
Logi cal nane Physi cal name Segnent nane Tabl e nane Si ze

6.Audit_01' secretl/sybase_dr/install/audl.dat’ sysaudits_01 5

7 To add multiple audit devices, repeat steps 1-6.

You can add as many as eight devices. Sybase recommends adding three
or more audit table devices.

After adding a deviceyuditinit returns to the Configure Auditing menu and
displays all the devices you have created.

CONFI GURE AUDI Tl NG

ogRhwNPE

Configure auditing: vyes

Add a device for audit table(s)

Add a device for the audit database transaction |og
Del ete a device entry

Change a device entry

Li st of devices for the audit tables:

Logi cal name Physi cal nane Segment nane Tabl e
name Si ze
6. Audit_01' /secretl/sybase_dr/install/audl.dat’ sysaudits_01 5

7. Audit_02'

Creating a device for
the audit database
transaction log

/secretl/sybase_dr/install/aud2.dat' sysaudits_02 5

To create a device for the audit database transaction log:

1 From the Configure Auditing menu, select Add a Device for the Audit
Database Transaction Log.

auditinit displays the Add/Change a New Device for Auditing menu.

ADD/CHANGE A NEW DEVICE FOR AUDITING
sybsecurity physical device name:

Logical name of the device:

. Size of the new device (Meg):

Device size for auditing:

PwdPE

2 Select Sybsecurity Physical Device Name.

auditinit prompts for the physical name and supplies you with adefault, if
available:
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Enter the physical nane of the device to use for the
sybsecurity database (default is'’'):
/ dev/ path_to_partition

where path_to_partition is the path to the raw partition for the device.
3 Enter thefull path name of a physical device.
If you enter an operating system file name, thefollowing warning appears:

WARNI NG ' /secretl/sybase dr/install/audlog is a
regular file, which is not recommended for a Server
devi ce.

4 Press Return to acknowledge this warning.

auditinit displays the Add/Change a New Device for Auditing menu and
the value you selected for the physical name of the device.

ADD/ CHANGE A NEW DEVI CE FOR AUDI TI NG
1. sybsecurity physical device nane:
| secret 1/ sybase_dr/install/auditl og. dat
2. Logi cal name of the device:
3.Size of the device:
4. Device size for auditing:

5  Proceed through the remaining items on this menu. Asyou do so, beaware
of the following:

¢ Sybase recommends a minimum size of 2MB for the size of the
transaction log.

e auditinit displays the size in both Size of the Device and in Device Size
for Auditing in the Add/Change a New Device for Auditing menu.

e The Device Size for Auditing default value is equal to the size of the
device, based on the assumption that you may want to devote the
entire device to log for the auditing task. If you want to use only a
subset of the device, you can edit the Size of the Device value.

6 Press Ctrl-a to accept the settings displayed in the Add/Change a New
Device for Auditing menu.

auditinit returns to the Configure Auditing menu and displays all the
devices you have created.

CONFI GURE AUDI Tl NG

Configure auditing: vyes

Add a device for audit table(s)

Add a device for the audit database transaction |og
Del ete a device entry

PwbPE
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Enabling auditing

5. Change a device entry

Li st of devices for the audit tables:

Logi cal nane Physi cal name Segment nane Tabl e

name Si ze

6. Audit_01' /secretl/sybase  dr/install/audl.dat’ sysaudits_01
7. Audit_02'  /secretl/sybase  dr/install/aud2.dat' sysaudits_02 5
8. auditlog /secretl/.../Jauditlog.dat logsegment  syslogs 2

(&)]

7 When you are ready to execute the audit configuration, press Ctrl-a.
auditinit returns you to the Sybase Server Configuration screen.

8 Press Ctrl-aagain. auditinit prompts with:
Execute the Sybase Server Configuration now?

9 Enter“y” (yes).

auditinit executes the tasks to install auditing. When the installation
completes successfully, the following messages are displayed:

Runni ng task: install auditing capabilities.

.................... Done
Audi ting capability installed.

Task succeeded: install auditing capabilities.

Configuration conpl eted successfully.
Press <return> to conti nue.

Administration Guide.

Deleting a device To delete a device entry:

entry

1 Select Delete a Device Entry from the Configure Auditing menu.

2 Enter the number of the device to delete.

3  PressRETURN.

Changing a device To change a device entry:

entry

1 Select Change a Device Entry from the Configure Auditing menu.

2 Enter the number of the device to change.

auditinit displays the Add/Change a New Device for Auditing menu with

information on the device you selected:
ADD/ CHANGE A NEW DEVI CE FOR AUDI TI NG

After auditing is installed, no auditing occurs until a System Security Officer
enables auditing withp_configure. For more information, see tiSgstem
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2.
3.
4.

sybsecurity physical device nane:

| secret 1/ sybase_dr/install/audl og
Logi cal name of the device: aud.log
size of the new device (Meg): 5
Devi ce size for auditing:5

3 Select each remaining entry you want to change.

4  Press CTRL+A to save the new entries.
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